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Motivation

Existing Problems: 

We found the dataset (both train and test) can be the "primary culprit” of the 

limited detection model’s generalization performance in the real world. 

• (1) forgery diversity: Deepfake techniques are commonly referred to as

both face forgery and entire face synthesis. Most existing datasets only 

contain partial types of them;

• (2) forgery realism: The dominated training dataset, FF++, contains out-

of-date forgery techniques from the past four years, making it difficult to 

guarantee effective detection toward nowadays’ SoTA deepfakes;

• (3) evaluation protocol: Most detection works perform evaluations on 

one type, e.g., training and testing on face-swapping types only, which 

hinders the development of universal deepfake detectors.

Features of our DF40 dataset
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Is super-resolution deepfake?

Dataset, Benchmark, codebase, pre-training weights are released at :

https://github.com/YZY-stack/DF40

Main Evaluation of four standard Protocols t-SNE analysis for CLIP and Xception

Contribution
1. We propose a new highly diverse dataset called DF40 for generalizable 

deepfake detection, with 40 distinct deepfake techniques involved.

2. We propose a comprehensive benchmark for thorough evaluations and 

in-depth analysis, leading to 7 new insightful findings and 4 new open 

questions to the field.

Generalizing non-face deepfakes

Evaluation of existing detectors on previous 

datasets and our DF40.

Frequency analysis

Logits and confidence analysis

Protocol-1: Cross method evaluation Protocol-2: Cross domain evaluation

Protocol-3: Cross method and Cross data evaluation

Protocol-4: One-Verse-All (OvA) evaluation
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