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RL stands for Real-world LLM & Reinforcement Learning, DetectRL aims to enhance the development of detectors that perform
effectively in real-world scenarios, thereby improving their overall effectiveness, similar to the principles of reinforcement learning.



Background

* The critical task of detecting text generated by large language models.
e Detection capabilities of current detectors have reached impressive levels.
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Motivation

* Previous popular benchmarks primarily focused on idealized test data.
* The reliability of existing detectors in real-world applications remains

underexplored.
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Research Questions

(1) How do SOTA LLM-generated text detectors perform in real-world
application scenarios?

(2) What real-world factors influence the performance of detectors and
to what extent?

We investigate these questions by introducing DetectRL, a
novel benchmark for real-world LLM-generated text detection.




Our Benchmark: DetectRL
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Pipeline of Benchmark Framework

* High-risk and abuse-prone writing domain
 Widely-used and powerful LLMs

e Various Attacks align with practical applications
* Text with varying interval lengths

 Balanced sample distributions across domains, LLMs, and attack
types in all test scenarios.



Our Benchmark: DetectRL
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Our Benchmark: DetectRL
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Benchmark Statistics and Task definition

Srrr : Dervt Training
Task Setting Sub Setting Supervised | Zero-Shot Test
Academic 25,990 2,008 2,008
Multi- News 25,992 2,008 2,008
Domain Creative 25,985 2,008 2,008
Social Media 25,984 2,008 2,008
GPT-3.5-turbo | 25,987 2.008 2,008
Task 1 | Multi- Claude-instant | 25,990 2,008 2,008
LLM PalLM-2-bison | 25,987 2,008 2,008
Llama-2-70b 25,987 2,008 2,008
Direct 20,384 2,016 2,016
Multi- Prompt 31,568 2,032 2,032
Attack Paraphrase 42,767 2,016 2.016
Perturbation 42,784 2,016 2,016
Data Mixing 401,184 2,008 2,008
Academic 25,990 2,008 6,024
Domain News 25,992 2,008 6,024
Generalization | Creative 25,985 2,008 6,024
Social Media 25,984 2.008 6,024
GPT-3.5-turbo | 25,987 2,008 6,024
Task 2 | LLM Claude-instant | 25,990 2,008 6,024
Generalization | PaLM-2-bison | 25,987 2,008 6,024
Llama-2-70b 25,987 2.008 6,024
Direct 20,384 2,016 6,048
Attack Prompt 31,568 2,032 6,096
Generalization | Paraphrase 42,767 2,016 6,048
Perturbation 42784 2,016 6,048
Data Mixing 401,184 2,008 6,024
Task 3 Varying Training-Time | 16,200 16,200 900
Text Length Test-Time 900 900 16,200
Direct 20,384 2,016 2,016
Human Paraphrase 42767 2,016 2,016
Task 4 Writing Perturbation 42784 2,016 2,016
Data Mixing 42,788 2,012 2,012

Task 1: In-domain robustness

To evaluate the foundational performance of
detectors in different domains, generators, and
attack strategies.

Task 2: Generalization

To evaluate the detector’s ability to handle out-
of-distribution samples within each category.
Task 3: Varying text length

To evaluates how training-time and test-time
text length affects the performance of detectors.
Task 4: Real-world human writing

To evaluates the impact of human-written
factors on the performance of detectors.



Evaluation Metrics

AUROC

e considers both True Positive Rate (TPR) and
False Positive Rate (FPR).

F1 Score

e considers both Precision and Recall.



Detection Methods
Zero-shot Methods

Log-Likelihood (Gehrmann et al., 2019)
Rank (Gehrmann et al., 2019)
Log-Rank (Gehrmann et al., 2019)

LRR (Su et al., 2023)

NPR (Suetal.,, 2023)

Revise-Detcet. (Zhu et al., 2023)
DetectGPT (Mitchell et al., 2023)
DNA-GPT (vang et al., 2024)
Binoculars (Hans et al., 2024)
Fast-DetectGPT (Baoo et al., 2024)

Supervised Classifiers

* RoBERTa-Base (Liuetal., 2019)

* RoBERTa-Large (Liu et al., 2019)

* XLM-RoBERTa-Base (Conneau et al., 2019)

* XLM-RoBERTa-Large (Conneau et al., 2019)
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Discussion: Leaderboard

e Supervised detectors consistently outperform zero-shot detectors.
* For zero-shot detectors, Binoculars ranked highest.
* DetectGPT and similar advanced detectors are unreliable.

Leaderboard: LLM-Generated Text Detector in Real-World Scenarios

Tasks Settings — Multi- Multi- Multi- Generalization Time Human

Domain LLM Attack  |Domain LLM Attack Train Test | Writing | V&
Detectors | AUROC F, |AUROC F, |AUROC F, | F, F F | R F, |AUROC F, | F
Rob-Base 99.98 99.75| 99.93 99.58| 99.56 97.66| 83.00 91.81 92.37 [79.99 74.00| 97.34 9431
Rob-Large 99.78 98.87| 95.16 90.03| 99.87 99.03| 77.20 82.85 83.96 |86.08 8523 96.68 94.63
X-Rob-Base 99.92 99.34| 99.14 98.17| 9849 96.07| 75.97 92.73 90.58 |84.25 73.83| 93.43 90.29
X-Rob-Large 99.01 97.44| 9740 9347| 9931 97.75| 76.14 85.89 73.42 |86.35 79.83| 97.21 94.43
Binoculars 83.95 7825| 8330 74.83| 85.05 78.53| 77.47 74.10 74.70 |73.82 74.34| 90.68 85.98
Revise-Detect. | 67.24 60.82| 66.36 53.72| 70.89 57.24| 5450 5328 50.63 |65.71 67.96| 8329 82.16
Log-Rank 64.43 57.53| 6375 54.18| 6852 55.15| 55.10 52.78 51.28 |57.44 59.74| 88.46 83.85
LRR 6547 55.45| 64.93 53.01| 6853 57.99| 54.61 52.73 57.41 |57.09 58.15| 85.99 80.56
Log-Likelihood | 63.71 56.36| 62.97 53.13| 67.97 54.38| 53.37 51.77 50.73 | 57.92 59.28| 8848 83.75
DNA-GPT 64.92 55.83| 64.36 51.09| 6836 53.36| 51.51 47.09 41.98 |57.63 62.43| 87.80 82.7760.70
Fast-DetectGPT | 58.52 48.07| 59.58 46.55| 60.70 50.63| 48.35 36.56 49.47 |61.31 55.08| 76.03 68.47|55.33
Rank 5134 4497| 5033 42.06| 57.08 48.83| 42.61 4149 38.84 |41.67 46.65| 83.86 80.00|51.52
NPR 4837 4141| 4727 40.04| 5349 4522| 38.58 38.83 36.10 |37.60 42.17| 80.03 75.98 |48.08
DetectGPT 3443 21.52| 3493 1480| 36.19 19.15| 11.54 13.11 11.84 |35.78 34.69| 60.86 48.76|29.05
Entropy 46.02 27.40| 4697 3425| 4375 24.69| 2506 31.07 1653 |13.38 1599 2239 16.60|28.01




Discussion: Significant Challenge

* Incorporating a mix distribution of domains, LLMs, and attack types
increases the testing pressure of zero-shot method.

Leaderboard: LLM-Generated Text Detector in Real-World Scenarios

Tasks Settings — Multi- Multi- Multi- Generalization Time Human Av
Domain LLM Attack Domain LLM Attack  Train Test Writing &
Detectors | AUROC F; |AUROC F; |AUROC F; F F F FF F, |AUROC F; F
Rob-Base 9998 99.75| 99.93 99.58| 99.56 97.66| 83.00 91.81 9237 [79.99 74.00| 97.34 9431
Rob-Large 99.78 98.87| 95.16 90.03| 99.87 99.03| 77.20 82.85 83.96 |86.08 85.23| 96.68 94.63
X-Rob-Base 9992 99.34| 99.14 98.17| 9849 96.07| 7597 92.73 90.58 |84.25 73.83| 9343 90.29
X-Rob-Large 99.01 97.44| 9740 9347| 9931 97.75| 76.14 85.89 73.42 |86.35 79.83| 97.21 9443
Binoculars 83.95 78.25| 83.30 74.83| 85.05 78.53| 7747 7410 74.70 | 73.82 74.34| 90.68 85.98
Revise-Detect. 67.24 60.82| 66.36 53.72| 70.89 57.24| 5450 53.28 50.63 [65.71 67.96| 83.29 82.16
Log-Rank 64.43 5753 63.75 54.18| 68.52 55.15| 55.10 52.78 51.28 [57.44 59.74| 88.46 83.85
LRR 6547 5545| 6493 5301| 68.53 57.99| 54.61 52.73 57.41 [57.09 58.15| 8599 80.56
Log-Likelihood 63.71 5636 6297 53.13| 6797 5438| 53.37 51.77 50.73 [57.92 59.28| 88.48 83.75
DNA-GPT 64.92 55.83| 6436 51.09| 68.36 53.36| 51.51 47.09 41.98 |57.63 62.43| 87.80 82.77 [60.70
Fast-DetectGPT | 58.52 48.07| 59.58 46.55| 60.70 50.63| 48.35 36.56 4947 |61.31 55.08| 76.03 68.47[55.33
Rank 51.34 4497| 5033 42.06| 57.08 48.83| 42.61 4149 3884 |41.67 46.65| 83.86 80.00[51.52
NPR 48.37 4141| 47.27 40.04| 5349 4522| 3858 38.83 36.10 {37.60 42.17| 80.03 75.98 |48.08
DetectGPT 3443 21.52| 3493 1480 36.19 19.15] 11.54 13.11 11.84 |35.78 34.69| 60.86 48.76]29.05
Entropy 46.02 2740| 46.97 34.25| 4375 24.69| 25.06 31.07 16.53 | 13.38 1599| 2239 16.6028.01




Discussion: In-domain Robustness

* Text with more formal stylistic nature poses a greater challenge.

Metrics — | AUROC F AUROC F; AUROC F; AUROC F; AUROC F; AUROC F;
Multi-Domain
Domain Settings — ‘ - ArXiv XSum Writing Review Avg.
Log-Likelihood - 6535 5755 4568 4132 68.00 5938 7584 67.22 6322 5637
Entropy - 48.39 2971 6784 5723 39.06 2055 2882 02.14 46,53 27.66
Rank - 5717 5462 3687 2247 5626 5090 5508 5190 51.09 4497
Log-Rank - 67.01 60.09 46.74 4260 67.58 57.57 7640 69.88 6443 57.78
LRR - 70.54 6134 50.09 3838 64.65 5309 76.61 68.99 6547 55.70
NPR - 53.85 49.65 3459 1831 5496 5230 50.09 4539 48.87 4l.16
DetectGPT - 22.15 00.00 1221 00.00 5895 50.83 4443 3525 3444 21.02
DNA-GPT - 67.41 5830 6422 4509 69.04 5825 7817 69.28 69.71 57.23
Revise-Detect. - 7040 3751 5034 46.07 7324 6429 7501 68.71 67.75 54.65
Binoculars - 84.03 76.77 7739 72.18 9438 79.73 90.00 84.32 86.95 78.75
[Fast-DetectGPY | - __ 43.65 2446 39.19 2339 7421 6784 77.02 iGNl

Avg | - 59.09 4636 4774 3745 6548 5588 66.13 57.70 59.68 49.39
Rob-Base - 100.0 100.0 9999 9985 9999 99.65 9997 99.50 99.99 99.75
Rob-Large - 9699 9990 9985 9895 9954 9773 9976 9890 99.54 98.87
X-Rob-Base - 100.0 100.0 99.97 9955 99.84 9876 99.88 99.05 99.92 99.59
X-Rob-Large - 9098 9985 9984 9895 9985 9831 9640 92.66 99.23 97.19




Discussion: In-domain Robustness

e Difference in statistical patterns of LLMs pose significant challenges to
detectors.

Multi-LLM

LLM Settings — | - GPT-3.5 Claude PalLM-2 Llama-2 Avg.

Log-Likelihood - 62.89 57.80 4332 28.10 70.03 60.73 75.65 6590 6247 53.63
Entropy - 46.84 2329 5225 3042 4534 1656 4348 66.75 4698 34.26
Rank - 52.19 4932 41.68 22.78 5040 41.74 57.05 54.40 50.33 4256
Log-Rank - 62.84 56.87 4332 30.12 70.89 63.09 7797 66.66 6376 54.68
LRR - 61.61 5212 4330 1891 71.17 6551 83.65 7551 6443 53.01
NPR - 50.29 4381 41.64 3291 4464 3477 5253 48.68 47.78 4054
DetectGPT - 43.46 2627 3286 1256 26.72 00.00 36.71 20.40 3444 1481
DNA-GPT - 61.87 55.04 4888 2567 7148 60.77 7522 62.89 6486 51.59
Revise-Detect. - 70.10 62.72 4987 2728 69.84 59.03 75.65 65.87 6687 53.73
Binoculars - 88.14 8250 55.15 3935 9330 8820 96.64 9230 8331 75.59
Fast-DetectGPT - 65.56 59.55 30.01 00.00 6599 5758 76779 69.08 5959 46.55
Avg | - 60.52 51.75 43.84 2437 61.80 4981 6830 62.58 58.62 4735
Rob-Base - 99.97 99.70 9998 99.80 9994 9940 99.84 9945 9993 99.59
Rob-Large - 99.77 98.86 96.23 9248 9793 9264 86.72 76.17 95.66 90.54
X-Rob-Base - 099.88 99.45 98.26 9748 98.777 97.19 99.69 98.57 99.15 098.17
X-Rob-Large - 99.55 9756 91.67 8424 9873 9443 9966 97.67 97.65 93.73




Discussion: In-domain Robustness

* Perturbation attacks represent the most significant threat to current

detectors.

Multi Attack
Attack Settings — ‘ Direct Prompt Paraph. Perturb Mixing Avg.
Log-Likelihood 89.25 82.09 86.87 78.16 64,55 57.59 3551 00.78 63.70 5331 67.97 54.38
Entropy 2647 00.00 26.18 00.00 48.12 26.01 68.62 6895 4937 2852 43775 24.69
Rank 83.50 76.27 81.21 7286 60.60 52.60 08.04 00.00 5205 4246 57.08 48.83
Log-Rank 89.25 81.45 8635 7751 64.69 59.17 37.71 00.78 64.63 56.86 6852 55.15
LRR 85.83 77.40 80.80 7430 6399 5520 4591 29.27 66.12 5381 6853 57.99
NPR 7798 71.61 T77.15 70.63 5694 46.25 06778 00.00 48.63 37.65 5349 4522
DetectGPT 52.84 4090 51.83 3798 31.79 16.89 1821 00.00 26.28 00.00 36.19 19.15
DNA-GPT 88.01 80.78 85.62 7747 65.61 5494 4045 0273 62.14 50.89 68.77 53.76
Revise-Detect. 86.88 79.61 84.89 7621 67.26 62.03 4398 07.56 6527 5439 69.26 56.76
Binoculars 94.87 89.73 9345 88.12 8834 81.56 76.89 69.34 89.12 83.67 88.53 82.48
Fast-DetectGPT__| 7956 7245 7843 7034 7012 6289 4956 4123 6723 978 68.58 6134
Avg | 78.04 7033 7668 6785 6089 5290 3876 30.54 6041 5243 6256 5441
Rob-Base 99.87 99.60 99.78 9947 99.67 99.12 9832 9745 99.12 98.76 9935 98.88
Rob-Large 98.73 97.83 9845 9756 9789 96.78 96.12 94.67 9756 9634 97775 96.64
X-Rob-Base 99.56 99.12 99.23 99.01 98.89 98.34 98.56 97.89 99.01 98.56 98.85 98.58
X-Rob-Large 9945 98.67 98.89 9798 9823 97.67 9789 9634 98.67 97.89 98.63 97.71




Discussion: Generalization of Detectors

* Less formal stylistic data to enhance generalization.
* Texts generated by LLMs with similar statistical patterns generally perform

well with each other.
* Perturbation attacks poses the greatest challenge to generalization.

Detectors — | LRR (Zero-shot) | Fast-DetectGPT (Zero-shot) | Rob-Base (Supervised)
Multi-Domain
Train | Eval >| ArXiv XSum Writing Review Avg.| ArXiv XSum Writing Review Avg.| ArXiv XSum Writing Review Avg.
ArXiv 57.55 40.88 3844 55.81 48.17| 2446 2371 59.67 60.17 4200 100.0 7590 77.68 70.69 81.06
XSum 57.45 41.32 39.08 55.81 4841| 2843 2839 6299 63.08 4572 6843 9985 71.79 67.17 76.81
Writing 61.14 4631 5938 6798 58.70| 3481 3360 67.84 6830 51.13] 78.58 72.72 99.65 94.24 86.29
Review 6149 4702 57.12 6722 5821 40.70 3766 6825 7162 5455 8264 84.15 8510 9950 87.84
Multi-LLM
Train | Eval —|GPT-3.5 PaLM-2 Claude Llama-2 Avg. |GPT-3.5 Pal.M-2| Claude | lama-2 Avg. |GPT-3.5 PaLM-2 Claude [Llama-2 Avg.
GPT-3.5 52.12 61.79] 2470 | 7534 5348| 59.55 59.56 | 1296 | 69.93 50.50, 99.97 70.34 | 62.90 | 94.68 81.97
PalLM-2 5236 65.51 ) 26.23 | 75.58 5492| 55.77 57.58 | 08.20 | 68.43 4749 99.25 99.40| 93.43 | 99.25 97.83
Claude 4573 57.66| 1891 | 72.67 48.74| 00.19 00.00 | 00.00 | 01.18 00.34) 96.83 83.92 | 99.80 | 89.77 92.58
Llama-2 52.14 6223 2525 | 75.51 53.78| 5628 57.74 | 08.65 | 69.08 4793 9945 93.02| 87.56 | 99.45 9487
Multi-Attack

Train | Eval —| Prompt Paraph Perturb|Mixing Avg.|Prompt Paraph.|Perturb |Mixing Avg.|Prompt Paraph. Perturb|Mixing Avg.
Direct 7423 58.35) 30.69 | 5642 5492 64.01 4045 | 41.02 | 31.81 44.32| 95.73 9491 | 64.32 | 89.07 86.00
Prompt 7430 58.35) 30.81 | 5642 5497 64.00 3994 | 4040 | 31.25 43.89 97.18 9498 | 86.18 | 92.92 9281
Paraphrase 70.22 5520 20.25 | 51.26 49.23| 61.54 38.32 | 36.86 | 27.90 41.15] 93.66 98.26| 78.81 | 89.38 90.02
Perturb 71.81 5822) 29.27 | 55.19 53.62| 64.01 4045 | 41.14 | 31.93 4438/ 87.01 91.46| 98.66 | 91.38 92.12
Mixing 71.02 5577 2401 | 53.81 51.15| 6589 4638 | 45.78 | 4093 4974 9346 91.93| 95.26 | 93.64 93.57 16




Discussion: Impact of text length

e Shorter training samples for stronger zero-shot detectors.

* Longer test samples for better zero-shot detection, but not too long for
supervised methods.

(a) Training-Time (b) Test-Time
1.0 1.0
0.8
3 0.6
5
<):0.4
0.2
0.0 0.0
20 80 140 200 260 320 20 80 140 200 260 320
Text Length Text Length
—e— Likelihood —&— LogRank  =—%— NPR —»— DNA-GPT —+— Binoculars —a— RoB-Base

- Rank —a— |LRR —a— DetectGPT -—a— Revise-Detect. —a— Fast-DetectGPT —+— X-RoB-Base
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Discussion: Impact of real-world human writing

e Paraphrase attacks and data mixing have minimal impact on zero-shot
detectors, but paraphrase attacks can confuse supervised detectors.

* Perturbation attacks on human-written texts appeared to enhance the
discernment capabilities of zero-shot detectors.

Settings — Direct Paraphrase Attack  Perturbation Attack Data Mixing Avg.
Detectors | AUROC F AUROC Fy AUROC Fy AUROC Fy AUROC Fy
Zero-shot Detectors
Log-Likelihood 89.25 82.09 76.77 74.28 99.53 97.76 88.40 80.88 88.48 83.75
Entropy 2647 00.00 27.15 00.00 03.37 00.00 32.58 66.40 22.39 16.60
Rank 83.50 76.27 72.14 74.13 99.63 98.13 80.17 71.48 83.86 80.00
Log-Rank 89.25 81.45 76.78 75.17 99.49 97.57 88.32 81.23 88.46 83.85
LRR 85.83 77.40 76.05 74.46 98.09 94.78 83.99 75.60 85.99 80.56
NPR 77.98 71.61 69.82 70.60 98.35 95.51 73.97 66.22 80.03 75.98
DetectGPT 52.84 40.90 68.45 73.45 87.95 79.74 34.20 00.98 60.86 48.76
DNA-GPT 88.01 80.78 77.19 75.95 98.81 95.83 87.40 76.55 87.85 82.27
Revise-Detect. 86.88 79.61 65.39 73.65 98.96 95.48 85.52 77.37 84.18 81.52
Binoculars 94.75 88.10 80.00 74.76 08.26 04.87 93.80 88.32 91.70 86.51
FastDetectGPT | 7728 6879 7718 70.03_ 8443 7445 6523 6053 7603 6847
Avg | 7745 6790 6972 6696 [BT89NN I B4OL L 7396 6777 7125 7166
Supervised Detectors
Rob-Base 99.77 98.10 89.82 80.98 99.99 99.65 99.81 98.51 97.34 94.31
Rob-Large 99.77 98.95 87.01 80.42 99.99 99.95 99.95 99.20 96.68 94.63
X-Rob-Base 98.36 96.20 81.93 75.06 99.96 99.30 903.47 90.62 93.43 90.29
 X-Rob-Large | 9979 9831 8907 8032 9999 9990 9982 9920 9721 9443
Avg | 99.42 97.89 86.95 79.19 99.98 99.70 98.26 96.88 96.16 93.41
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Conclusion

e DetectRL, a novel benchmark designed to evaluate the usability of
detectors in scenarios that closely resemble real-world applications.

* Reveal the primary reasons why existing detectors for LLM-generated
texts struggle in practical applications.

e Discussion of the potential factors influencing detector performance.

* Provides a data curation framework, which supports the rapid creation of
an evolving, comprehensive benchmark aligns with real-world scenarios.
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Thanks for listening!

Code & Data:
https://github.com/NLP2CT/DetectRL
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https://github.com/NLP2CT/DetectRL
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