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Neural Networks for computer systems (NN4Sys)
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For example, NN for
* OS scheduler => better job completion time
* database index => smaller memory footprint, faster lookup
* network routing => more efficient packet routing



However, NN4Sys...

* ..., despite improving the average performance, ...
* ...may do much worse in the worst-case scenarios.



However, NN4Sys...

* ..., despite improving the average performance, ...
* ...may do much worse in the worst-case scenarios.

For example, NN for
* OS scheduler => job starvation
* database index => pointing to wrong positions
* network routing => blackholes (loops in the chosen path)



The problem is fundamental

* NNs are complicated black boxes.
* Hard to understand what a NN has learned.
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* NN’s behaviors are not well-defined.
* NNs may produce unexpected results.



The problem is fundamental

* NNs are complicated black boxes.
* Hard to understand what a NN has learned.
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* NN’s behaviors are not well-defined }7@7
* NNs may produce unexpected results. V

* Meanwhile, computer systems require safety properties.



NN-Verification to the rescue

check safety properties
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NN-Verification can provide a “lower bound” for NN4Sys.



NN-Verification to the rescue

check safety properties

N

NN-Verification can provide a “lower bound” for NN4Sys.

* Crucially, NN-Verification works well for NN4Sys because

* NN4Sys has simple models;
* NN4Sys has clear semantics.



Our vision: NN4Sys + NN-Verification
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check safety properties
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NN4SysBench

* We argue: NN4Sys + NN-verification whenever possible
* However, NN4Sys have characteristics...
...that today’s verifiers do not support well.



NN4SysBench: a benchmark suite for NN-Verification
whose benchmarks are from impactful NN4Sys
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whose benchmarks are from impactful NN4Sys
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NN4SysBench: a benchmark suite for NN-Verification
whose benchmarks are from impactful NN4Sys
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1. F(q) <|R|.
2. F(g) = 0.
3. F(q) > F(gA6:),i € [1,d].
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* Basic properties: in good (or bad)
network condition, model does not
decrease(increase ) packet sending
rates.
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An (incomplete) list of NN4Sys characteristics

1. small number of input dimensions
2. large number of specification entries
3. hierarchical models

4. temporal specification

5. monotonicity specification
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An (incomplete) list of NN4Sys characteristics

[Iearned Internet\

1. small number of input dimensions congestion control
2. large number of specification entries eree |
. . °Te Links
3. hierarchical models Notwork Condion «—
specifications
4. temporal specification e propertes oo o o
choose the worst (or best) resolution.

5. monotonicity specification \_ Y,




Traditional congestion control

network - Classic congestion controller: Cubic, BBR
condition(e.g., RTT

round trip delay times)

l

congestion controller

l

sending rate



Learned congestion control

network - Classic congestion controller: Cubic, BBR
condition(e.g.,

sending ratio)

l

* Learned congestion control: use NNs to
replace the congestion control algorithm

learned congestion
controller (NNs)

l

change of sending rate

Nathan Jay, Noga Rotman, Brighten Godfrey, Michael Schapira, and Aviv
Tamar. A deep reinforcement learning perspective on internet congestion
control. In International Conference on Machine Learning. PMLR, 2019



Specifications of learned congestion control

network condition

learned congestion * When the network condition changes from
controller (NNs) bad to good, the sender eventually increases
v packet sending rates.

change of sending rate
i, network link
network condition

\
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controller (NNs)

v
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i, network link

learned congestion

controller (NNs)

\1, Nathan Jay, Noga Rotman, Brighten Godfrey, Michael Schapira, and Aviv
Tamar. A deep reinforcement learning perspective on internet congestion
control. In International Conference on Machine Learning. PMLR, 2019
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Specifications of learned congestion control

network condition

learned congestion
controller (NNs)

v

change of sending rate

i, network link
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learned congestion
controller (NNs)
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change of sending rate

i, network link

learned congestion
controller (NNs)

v

change of sending rate
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* When the network condition changes from
bad to good, the sender eventually increases
packet sending rates.

— multiple steps

characteristic 4: temporal specification

Nathan Jay, Noga Rotman, Brighten Godfrey, Michael Schapira, and Aviv

Tamar. A deep reinforcement learning perspective on internet congestion
control. In International Conference on Machine Learning. PMLR, 2019



Average Runtime (s)

Evaluation on 2 verifiers: af-crown and marabou

125.48
180.0 9257  150.02
B «f-CROWN B Marabou 2% 72.33
10.77 35.08

972 £ .6
338 5.0 5.00 3.975.996.026.066266.74 68 158 o

21922 222222 413421?23?“?‘2231"’95197’3]33”{} oM o b 24225

g g7l2.34

d e N o d A il d d E=4) d d d il d d dl am

. G Lo Ay Ag Co Co

*’?&ﬂ Sy e J:.-Jpz Dty f-eﬂ#ﬁ fgﬂrﬁ;ﬁr"a‘?ur’f} S, Yo gy, "3'? df'“-{
i‘{e‘? C‘i rf;’ ;(ﬁ;f (4 (é’ ,»(55;# *’H {‘_«5 ‘5‘1?(’; Jgida’ﬁw ;_,:? i 5’; ta@{ éi?'f df(& 'i'(t'-? St 15} &, %45‘;%&;; &g ﬁq’f (2 ,p ‘-‘i @E‘ i, a“r Q?G? Q,':; ) 3; '{?r
a:

FP(FFP(‘F{“{'!{&%#!-‘{{{F%

fr{ ;ff 4? 7 fr ?.r ~ 47, h' M’-’; - 5, 4 A r{ 2 b Jf' reh&#‘?“’é’&;“"a? CF o
J‘%}{ #djj.r Er) q",:? H ﬁ::ﬂ? ;dr ﬂ? i-"c? F!qr Tfﬂ'" qu..?« Jﬂ@'-_-. é‘?&; “-H -ﬂj? :?"?}5. J?. 'E:ljﬁx -*f.d- f?ﬁ‘ f:a' G“hf fci f‘% Op_, Hg,éﬂet" -‘?;re ‘;? q' ‘““':':l‘_ﬂbr {Et" d"fa N

,g'b gq; ;’2 ey e, ‘of'c»}ﬂ :‘.cq,_; ﬁ?’-:-c %’t ;gﬂ% },ﬂ ’bﬂ;: ~ e~ o joft; h AT '?'!..';“!‘..5( ﬂt.._« 6, -"—"r:p ;Y ;,&ﬂt ﬂ'er tgy *ﬂ*f-q;-
-:j‘w ? t‘__-,’ x.d‘ot'x ibt’_’"_ﬂf'tg xi;gb :GE Jﬂﬁcj

Verification runtime for different benchmarks



NN4SysBench: Characterizing Neural Network
Verification for Computer Systems

Contribution: Previous version adopted by the Verification of Neural
Networks Competition (VNN-Comp) for 3 consecutive years

Code, paper and contact info at website: https://shuyilinn.github.io/Benchmark\Web/



https://shuyilinn.github.io/BenchmarkWeb/
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