
GS-Hider: Hiding Messages into 3D Gaussian Splatting

Alice trains the GS-Hider using the 3DGS point cloud, scene, and message 
decoders. She uploads the point cloud and scene decoder online. Bob, as a 
3DGS user, can render the original scene, but only Alice can extract the 
hidden scene, ensuring copyright protection or secret communication.
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Encryption Communication: Hiding 3D scenes in an 3D scene. We use 
the original 3D scene to protect secret 3D scenes from malicious theft and 
extraction by stealers.
Copyright Protection: Hiding an image in a fixed view of the 3D scene. By 
comparing a pre-added image with the decoded one, the ownership of the 
3DGS is verified.

Ø Design a coupled secured feature attribute to replace the original 3DGS’s spherical harmonics coefficients
Ø Use a scene decoder and a message decoder to disentangle the original RGB scene and the hidden message

Hiding a 3D Scene in a 3D Scene

Hiding a copyright image in a 3D Scene

Multiple Scene Hiding

Single Image Hiding

Single Scene Hiding

Simply adding attributes or treating the 3DGS as a black box and jointly optimizing it with a decoder fails to meet the 
requirements for 3DGS steganography in security and fidelity


