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Introduction

O Text-to-image models have raise intensified concerns about the unauthorized usage of personal dataset in
training and personalized fine-tuning.

O In this paper, we introduce a novel implicit Zero-Watermarking scheme to detect unauthorized dataset
usage in text-to-image model.

(2) PGv2.5-a, v (h) Imagen?2, v




Disentangled Style Domain for Implicit z-Watermark
Towards Copyright Protection

.'. CYL) *
2* " NEURAL INFORMATION
%t , PROCESSING SYSTEMS

‘ ;Yit

Introduction

O Image artworks are conceptualized as a coupling of unique style and content.
O Both protected images and similar infringing images point to the same verification watermark.

O We propose an implicit Zero-Watermark copyright protection method based on style domains.

Mimic Fine-tune Phase Generation Phase Verification Phase

Unauthorized data Verifying successfully!

& w "“i {E—-——-— P 3 -
Ak LMHEH' B B K
.;:-" D: [ 1[0 1 {/!
£ e - Mimic Model [ %(oon 00 BD
2 g 3 | Lloomwinomen £
8 Fine-tune Generate ﬂ o
"g ...... Prompt - S
. .
o AN 53_:
2 Attacker Defender =4
3 ]
o KRN oo [oFN -

st Similarity
< Dissimilarity




]
__.: :.'!'1'4,_
5* " NEURAL INFORMATION

%t , PROCESSING SYSTEMS

‘ ;Yit

Disentangled Style Domain for Implicit z-Watermark
Towards Copyright Protection

Methodology Pipeline

1 Firstly, we use conditional generation in a diffusion model to derive the style domain
from decoupled protected samples.
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Methodology Pipeline

(] Next, we perform generalized contrastive learning between central and peripheral
samples of the protected units, obtaining a compact sample domain to achieve self-

generalization (soft boundaries of the style domain).
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Methodology Pipeline

(1 Then, by injecting identifiers z and employing mutually exclusive contrastive learning
within the contraction domain, we maximize the hidden divergence of the probability

distribution of the contraction domain (establishing a hard boundary for the style
domain). exp(sk @ $;/7)
oD, g exp(sk @ (s +q)/7)
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Methodology Pipeline

1 Finally, we decode the corresponding verification watermark from the concealed and

unique protected style domain.
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(J Main Study: we report the watermark distribution across 1k generations from all

units of dataset in the black-box scenario of AI mimicry.
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(d Generalization Study: we report its performance in copyright verification within the
landscape of AI mimicry, considering an array of fine-tuning models and black-box

APIs.

Attacker models/APIs FID CLIP TP TN Avgacc(%) tQkQ100%wd (%)

SD-v1.5 + Dreambooth 25976 09484 20 0 100 100

SD-v1.5 + Lora 26521 09396 20 0 100 100

SD-v2.0 26738 09163 20 0 100 100

Pix Art-cv 285.09 09011 20 O 100 100

PGv2.5 301.94 08836 19 1 98.98 95.0

DALL-E-3 318.13 0.8966 18 2 97.02 85.0

Imagen?2 326.09 09368 17 3 94.35 80.0

Average 289.09 009175 - - 98.60 04.29
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Experimental Results

(1 Robustness Study: we report its performance against various attack methods to
verify the robustness of the approach.

The sample counts within each range of watermark distribution

128-bit 020%  2040%  40.60% 60.80% 80.90% oooom  FIP CLIP  Avgace (%)) t@kG100%wd (%))

w0 mimicry 0 124 455 419 2 0 - - 55.71 0
w0 correct = 0 151 555 291 3 0 - - 52.15 0

w\o Attack 0 0 0 1 6 993 26648 0.9491 99.87 97.9

Second-stage Fine-tune 0 0 f 9 7 975 27154 (.9358 99.13 933

Mixed Clean Fine-tune 0 1 1 29 35 944 25989 (9337 99.04 922

Latent Attack 0 0 13 19 24 925 28975 (.9094 95.81 87.2

Prompt Attack 0 0 95 9 36 860 31068 0.9094 95.81 76.7

Contrast 0 0 8 9 11 972 31839 0.8951 99,01 922

IPEG 0 0 8 10 14 968 30741 0.8399 98.97 91.6

GaussianBlur 0 0 1 17 15 957 34104 0.9017 98.50 89.8
Brightness 0 0 24 22 19 935 31841 (.8839 97.63 28.1

CenterCrop 0 0 43 82 68 805  379.10 0.8216 9482 69.9

Hue 0 0 37 80 50 833 33976 0.8362 94.44 68.6

Rotation 0 17 294 415 105 169 39454 08124 83.66 148
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Experimental Results

1 Ablation Study: We conduct ablation studies on model modules, data scales, and bit
lengths.
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Conclusion

(1 This paper presents the first study on the disentangled style domain for implicit
watermarking to detect unauthorized data usage of AI mimicry, from the perspective
of entity protection in styles and contents.

(1 We hope our work will contribute to the ethical development of artificial intelligence
in the future, ensuring respect for human creators.

THANK YOU!




