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INTRODUCTION

« Goal: probabilistic regression, output predicted Gaussian mean and variance that
« adapts to a new dataset in one forward pass, and
 is differentially private with regards to that dataset

* \WWe meta-train a convolutional neural process with simulated data

* We add noise with an improved functional mechanism
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META-LEARNING

TEST: REAL SENSITIVE DATA

DP
ENCODER M DECODER HPREDICTIONS

TRAIN: SIMULATED OR PROXY DATA
p
¢ - T T T -===== ?--===== = 1
\ 4 A4 ]
4 )
EN?OPDER DECODER LoOSS
\_ J
1 ) 1 % %
() []( ¢ £ (®) (D)
1 1 1
\ . ) k . . .
S| g : :
ze) | v z) v
N JJ N ) —___/ —____J
\_

( il \Y7 il ) r—fﬂ
)
f (c)\ (c) (t) O INPUTS
i Y1 2
—|[—— — O OUTPUTS
f (c)\ (c) (t) O PROTECTED DATA
Tn Yn Tm
\ ZAN 7, ————/ \'V\’) CLIP + NOISE

J/

University of Helsinki
University of Cambridge
Microsoft Research

Noise-Aware Differentially Private Regression via Meta-Learning

Ossi Raisa, Stratis Markou, Matthew Ashman, Wessel P Bruinsma, Marlon Tobaben, Antti Honkela, Richard E. Turner




CONVOLUTIONAL CONDITIONAL NEURAL PROCESS

* Our base model: ConvCNP Y
Encode context set to two channels: /\
 Density r(4), encodes location — + u x
- Signal r®), encodes location - value F@(x) = %W(kf’(’”) rO(x) = ZY(C) (x x“)
Learns decoder CNN = =l
e=1.00 6=0.001 N=256 e=1.00 6=0.001 N=512 e=3.00 6=0.001 N=256

------ Optimal Bayes predictions (non-private)
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IMPROVED FUNCTIONAL MECHANISM

* We prove a Gaussian DP bound for 102
the functional mechanism:

 Convert u to (¢,6) — lower noise
variance for same privacy bound

N
)

= = (Classical (Hall et al.)
—— RDP (Jiang et al.) 40
—— GDP (Ours) )
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Hall et al. “Differential privacy for functions and functional data” JMLR 2013
Jiang et al. “Functional Rényi Differential Privacy for Generative Modeling”
NeurlPS 2023
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DP-CONVCNP

Recall ConvCNP encoding:

)+ 6aga(x)

N ()
- Density r@, encodes location ' r(d)(x):,,;w(k;”
- Signal r®), encodes location - value ol Se—
* We use the functional mechanism to —c-?ZJ- "\/
privatise them N
» Density channel has finite sensitivity ”(S)(x)=n§1dip(y

Clipping y is needed for signal
channel
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RESULTS: DOBE 'KUNG DATASET
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CONCLUSION

« We prove an improved privacy bound for the functional mechanism
« We develop DPConvCNP using the improved functional mechanism

« DPConvCNP provides:

* Noise-aware predictions

* Privacy for the context set

« Meta-training with simulated data, no need for public data
* Improved accuracy over DP Gaussian process baseline
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