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Background

® Vision Transformer (ViT) is vulnerable against:
o Adversarial samples

Szegedy etal. ICLR 2014

Adveraial noise
o Qut-of-distribution inputs

Noise, Brightness
——

Blur, Weather, ... §

Hendrycks et al. ICLR 2018

Dog Fish Basketball



Background

® Neural Cellular Automata (NCA) is robust against perturbations
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Background

® Neural Cellular Automata (NCA) is robust against perturbations
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Background

® ViT and NCA are similar in token interaction learning

Token Interaction Update Function fg
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Background

® ViT and NCA are similar in token interaction learning

Token Interaction Update Function fg

Token Map

KT
Xattn = 0 (Q /O ) V' Vulnerable
Xout — f9 (Xattn)

— (S & [Cl,CQ, ,CM])@ Robust

Can NCA improve the robustness of ViT?



Framework

Adaptor Neural Cellular Automata, AdaNCA
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ﬁ ViT Layers ﬁ AdaNCA



Framework ’

Adaptor Neural Cellular Automata, AdaNCA
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Problem with Vanilla NCA

® Too computationally intensive

Token Interaction Update Function fg
<
Token Map Fd | .
S/ T ]
K&/ " T ]
O - St+1
> CJO - _— = - CXHXW
10217 1 — 2215 — 0
- = B
2 |-12) 2 [ [
L2 1 s e S
t
SCXHXW
|

Struggle on scaling up



Dynamic Interaction

® Reduce computational cost
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Multi-scale Dynamic Interaction
® Improve model capacity
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Multi-scale Dynamic Interaction

® Improve model capacity
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Insert Positions of AdaNCA

® Different insert positions result in different performance

a = Clean Accuracy
a' = Accuracy under Adv.
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Insert Positions of AdaNCA

® Different insert positions result in different performance
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Insert Positions of AdaNCA

® Different insert positions result in different performance
r=0.6938, p<0.001
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Main Results
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Model Params FLOPS | ImageNet Adversarial Inputs 00D inputs
0 (M) (G) Clean Acc. | PGD [6] CW[7] APGD-DLR[8] APGD-CE[8] IM-A [9] IM-C (1) [10] IM-R[11] IM-SK [12]

RVTB [1] 88.5 17.7 82.7 29.9 21.5 21.9 31.4 28.5 46.8 48.7 36.0
TAPADL-RVT [2] 89.4 17.9 83.1 27.6 19.3 17.7 26.8 32.7 a44.7 50.2 38.6
RVT-B-AdaNCA 91.0 19.0 83.3 36.7 30.2 33.2 36.2 31.9 43.2 51.7 39.0
FAN-B [3] 50.4 11.7 83.9 15.0 7.6 10.4 13.1 39.6 46.1 52.7 40.8
TAPADL-FAN [2] 50.7 11.8 84.3 18.6 9.2 13.5 16.9 42.3 43.7 54.6 40.7
FAN-B-AdaNCA 51.7 12.4 84.1 20.3 10.6 14.1 19.1 42.9 447 53.4 41.0
Swin-B [4] 87.8 154 83.4 21.3 13.4 15.6 23.1 35.8 54.3 46.6 32.4
Swin-B* 94.1 16.7 83.3 22.8 14.6 15.9 23.8 35.2 53.2 46.9 33.7
Swin-B-AdaNCA 90.7 16.3 83.7 241 20.5 25.1 248 36.0 51.5 48.2 35.5
ConViT-B [5] 86.5 17.7 824 21.2 8.9 16.9 20.3 29.0 46.9 48.4 35.7
ConViT-B* 93.6 19.2 82.7 24.1 10.0 20.5 23.9 30.1 45.2 49.9 37.8
ConViT-B-AdaNCA 89.0 19.0 83.2 29.2 201 26.3 284 33.0 443 51.1 39.1

[1] Mao et al. CVPR 2022
[2] Guo et al. ICCV 2023
[3] Zhou et al. ICML 2022
[

[

4] Liu et al. ICCV 2021

5] D’Ascoli et al. ICML 2021

[6]
[7]
8]
[9]

Madry et al. ICLR 2018
Carlini et al. IEEE SP 2017
Croce et al. ICML 2020
Djolonga et al. CVPR 2021

[10] Hendrycks et al. ICLR 2018
[11] Hendryck et al. ICCV 2021
[12] Wang et al. NeurIPS 2019



Main Results
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Model Params FLOPS | ImageNet Adversarial Inputs 00D inputs
° (M) (G) | Clean Acc. | PGD [6] CWI[7] APGDDLR[8] APGD-CE[8] IMA[9] |IMC(})[10] IMR[11] IM-SK [12]
RVTB [1] 885 17.7 82.7 29.9 21.5 21.9 31.4 28.5 46.8 48.7 36.0
TAPADLRVT[2] | 89.4  17.9 83.1 27.6  19.3 17.7 26.8 32.7 44.7 50.2 38.6
RVT-B-AdaNCA 91.0  19.0 83.3 36.7  30.2 33.2 36.2 31.9 43.2 51.7 39.0
FAN-B [3] 50.4 117 83.9 15.0 7.6 10.4 13.1 39.6 46.1 52.7 40.8
TAPADL-FAN[2] | 50.7  11.8 84.3 18.6 9.2 13.5 16.9 42.3 43.7 54.6 40.7
FAN-B-AdaNCA | 51.7 12.4 84.1 203  10.6 14.1 19.1 42.9 44.7 53.4 41.0
SwinB [4] 87.8 15.4 83.4 21.3 13.4 15.6 23.1 35.8 54.3 46.6 32.4
Swin-B* 941  16.7 83.3 22.8 14.6 15.9 23.8 35.2 53.2 46.9 33.7
Swin-B-AdaNCA | 90.7  16.3 83.7 241 205 25.1 24.8 36.0 51.5 48.2 35.5
ConViTB [5] 865 17.7 82.4 21.2 8.9 16.9 20.3 29.0 46.9 48.4 35.7
ConViT-B* 93.6  19.2 82.7 24.1 10.0 20.5 23.9 30.1 45.2 49.9 37.8
ConViT-B-AdaNCA | 89.0  19.0 83.2 292 201 26.3 28.4 33.0 44.3 51.1 39.1
[%] “G/[ao et all'I%‘éF‘)/RZ%gZSZ [6] Madry et al. ICLR 2018 [10] Hendrycks et al. ICLR 2018
[2] Guo etal. [7] Carlini et al. IEEE SP 2017 11] Hendryck et al. ICCV 2021
[3] Zhou et al. ICML 2022 [11] y
4 Li LICCV 2021 [8] Croce et al. ICML 2020 [12] Wang et al. NeurIPS 2019
[4] Liu et al. [9] Djolonga et al. CVPR 2021

[5] D’Ascoli et al. ICML

2021



Layer Similarity Structure

® AdaNCA increases the network redundancy

Swin-Base Swin-Base-AdaNCA
Kmean=0.47 Kmean=0.51
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Ablation Studies
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Exp. Type | Recur StocU RandS Dynln | Params (M) FLOPS (G) | Accuracy (1) | Attack Failure Rate (|)
Baseline | X X X X | 2759 45 | 86.56 | 12.29
X v X v 28.97 4.7 87.36 19.04
Ablation v X v v 27.94 4.7 86.92 19.56
v v X v 27.94 4.7 87.12 19.34
v v v X 27.93 4.7 86.72 21.98
Ours | v v/ v/ /| 27.94 47 | 8718 | 22.35

X Recur: Unrolling the recurrent structure into different single-step NCA

X StocU: Remove stochastic update

X RandS: AdaNCA evolves for a fixed time step

X DynIn: Replace Dynamic Interaction with a simple mean aggregation



Thank you for listening!
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