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l Kernel PCA for Out-of-Distribution Detection

® Out-of-distribution detection!’!
® In-Distribution (InD): data following the training distribution of neural networks
® Out-of-Distribution (OoD): data NOT from the training distribution
® A bi-classification task: scoring function S(-), threshold s

® Evaluation metrics: FPR with a 95% TPR, AUROC InD, S(x)>s
D(x) = { OoD, S(z) < 3

® Related work

® Base on logits 4], features BB, gradients 1]

® Post hoc. v.s. training regularization P!

[1] Yang, Jingkang, et al. "Generalized out-of-distribution detection: A survey." International Journal of Computer Vision (2024): 1-28.
[2] Weitang Liu, et al. Energy-based out-of-distribution detection. Advances in neural information processing systems, 33:21464-21475, 2020.
[3] Yiyou Sun, et al. Out-of-distribution detection with deep nearest nelghbors In Internatlonal Conference on Machine Learning, pages 20827—-20840. PMLR 2022. /\(\Q JT

Rui Huang, etal. O e importance of gradier or detecting distributiona inthe wild. Advances in Neural Information Processing Systern —689. 20

[5] Hsu, et al. Generalized odin: Detecting out-of-distribution image without learning from out-of-distribution data. In Proceedings of the IEEE/CVF Conference on Computer Vision and Pattern Recognition, pages 10951-10960, 2020.



l Kernel PCA for Out-of-Distribution Detection
Background

PCA for Out-of-Distribution Detection
® PCA learns a subspace characterizing InD information from the training data (InD)

Projecting new data X into the subspace and re-projecting back, we can obtain the

reconstruction error e(x) = ||Uqu(2 —w)—(z—pwll|,
® An ideal case: InD data with a small e(x); OoD data with a large e(X).

® Existing works!°l:
® Empirically verifying that PCA is insufficient in separating OoD and InD.

® No further explorations on the reasons behind. A simple combination with other scores.

/Y\J%ZSJTUJF

[6] Xiaoyuan Guan, et al. Revisit pca-based technique for out-of-distribution detection. In Proceedings of the IEEE/CVF International Conference on Computer Vision, pages 19431-19439, 2023.
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Motivation

Considering that PCA is linear, we propose

® The non-linearity in InD and OoD data hinders .
PCA from learning a suitable subspace. k. e o]
o # e iSUN o iSUN
® Kernel PCAUlis introduced to leverage the non= 5@ o % | - L 7B Tvl
linear kernel to learn a subspace where the o

(a) T-SNE of z and PCA reconstruction errors. (b) T-SNE of ®(z) and KPCA reconstruction errors.

disparity between InD and OoD gets pronounced.

Challenges we face: Solutions we propose:

® How to find appropriate kernels? ® A kernel perspective on the KNN method!®!

® How to leverage KPCA in large-scale data? @ Explicit feature mappings to approximate kernels,
(Storage and computation of the kernel matrix) avoiding computations on the kernel matrix

oAUl

Bernhard Schdkopf, Alexander Smola, and Klaus-Robert MUler. Kernel principal component analysis. In International conference on artificial neural networks, pages 583—

[8] Yiyou Sun, et al. Out-of-distribution detection with deep nearest neighbors. In International Conference on Machine Learning, pages 20827-20840. PMLR, 2022.



l Kernel PCA for Out-of-Distribution Detection
Methodology

Non-linear kernel design Explicit feature mappings of kernels
® Cosine kernel ® Cosine kernel
® Normalize the imbalanced feature norms [, normalization

2172 — ¢gos(zl)¢cos(zz) ® O() £ Peos(+)

l1z112-1122112

® k. os(z1,23) =

® Computation complexity 0(1)
® Cosine-Gaussian kernel
[, normalization+ [, distance

4 6 8 10 12 20 30 40 50

® Cosine-Gaussian kernel

® [, distance on [,-normalized features benefits  ® ®(-) 2 drpp(Peos(+))
OoD detection®

® A Gaussian kernel preserves the [, distance

2
— - Z1—Z
kgau(zerZ) —e vllz1—23]|5

® Random Fourier FeaturesP! to approximate kg,

® Computation complexity O(M), Ny > M

Prrr(2) £ \/% [$1(2), ..., pm(2)]

— T -
[9] li Rahimi and Benjamin Recht. Random features for large-scale kernel machines. Advances in neural information processing systems, 20, 2007. (}5} (Z) = COS(Z (Dj + uj) ] = 1, veny M
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l Kernel PCA for Out-of-Distribution Detection

Experiments — OoD detection

OoD data sets

. C O m pa ri S O n S W i t h t h e K N N m et h O d [8] method iNaturalist SUN Places Textures AVERAGE
. FPR| AUROCT FPR| AUROCT FPR| AUROCT FPR| AUROCT | FPR| AUROCT
® Better performance, cheaper complexity Standard Training
MSPiEl 54.99 87.74 70.83 80.86 73.99 79.76 68.00 79.61 66.95 81.99
o Com pa risons Wlth reg ula rized PCA[G] ODINES | 47.66 8966  60.15 8459 6789 8178 5023 8562 |5648 8541

Energy[a] 55.72 89.95 59.26 85.89 64.92 82.86 53.72 85.99 58.41 86.17

. Better performance' indicating Superior non_linearity GODINIE 61.91 8540 60.83 85.60 63.70 83.81 77.85 73.27 66.07 82.02

Mahalanobis® | 97.00 52.65 98.50 42.41 98.40 41.79 55.80 85.01 87.43 55.47

: KNNI 59.00 8647 6882 8072 7628 7576 1177 9707 |53.97  85.01
OoD data sets AVERAGE
method iNaturalist SUN Places Textures g CoP (ours) 67.25 8341 75.53 79.93 82.48 73.83 8.33 98.29 58.40 83.86
FPR| AUROCt FPR| AUROCT FPR| AUROCT FPR| AUROCT | FPR| AUROCT CoRP (ours) | 50.07 8932 6256 8374 7276 7891 902  98.14 | 4860  87.53
MSP 5499 8774 7083 8086 7399 7976  68.00 79.61 | 6695  81.99
+ PCA [%] 51.47 88.95 67.64 82.71 71.20 80.87 60.53 85.86 62.71 84.60 Supervised Contrastive Learning
Sl R R T MspE 6496 8623 5355 8720 57.80 8554 7399 7414 | 6257  83.28
+ CoRP 4370 9170 6179 8543  66.67 83.07 4567 9186 | 5446  88.02 &
ODIN) 65.08 8628 5379 8721 5804 8556 7422 7415 | 6278  83.30
Energy 5572 8995 3926 8580 6492 8286 5372 8599 | 5841  86.17 &
+PCA [€] 5036 91.09 5419 8755 6413 8400 2933 9250 | 4950  88.81 Energy 48.13 9128 4957  88.54 5440 8690 7066 7583 | 5569  85.64
+ CoP 4513 9215 5233 88.01 6149 8496 2913 9257 | 47.02  89.42 ssp7d 57.16 8777 7823  73.10 81.19 7097 3637 8852 |6324  80.09
+ CoRP 26.85 9515 4038  90.76 5126 8735 1211  97.17 | 3265  92.61 KNI 3018 9489 4809 8863 5015 8471 1555 9540 | 3847 9001
ReAct 2038 9622 2420 9420 3385 9158 4730  89.80 | 3143 9295
+PCA [8] 1017 9797 1850 9580 2731 9339  18.67 9595 | 1866  95.76 CoP (ours) | 29.85 9479 4499 9062 5677 86.19 1028 9735 | 3547 9224
+ CoP 13.30 9744 19.80 9537 2992 9264 1590  96.51 19.73 95.49 CoRP (ours) | 23.61 9586  41.07 91.25 5352  87.27 10.23 97.04 | 3211  92.86
+ CoRP 10.77 9785 1870 9575 2869 9313 1257 9721 | 17.68 9598
BATS 4226 9275 4470 9022 5585 8648 3324 9333 | 4401  90.69
+PCA [€] 2966 9449 3811  90.03 5170 8725 1346  97.00 | 3323 9256 . . . .
+ CoP 2714 04.87 3436 91.96 1768 37.87 11.97 97.33 3029 93.01 method | time and memory complexity | time consuming (ms, per sample) storage
+ CoRP 1874 9631 2802 9349 4141 8978 945 9779 | 2441 9434 NN ON 1550 20 GiB
ODIN 4766  89.66  60.15 8459  67.89 8178 5023  85.62 | 5648 8541 (M) D = !
Mahalanobis | 97.00  52.65 9850 4241 9840 4179 5580 8501 | 8743 5547 CoP o(1) ~ 0.035 ~ 22 MiB
ViM 68.86 8713  79.62  81.67 8381 7780 1495 9674 | 6181  85.83 .
DICE 2666 9449 3608 9098  47.63 8773 3246 9046 | 3571  90.92 CoRP o(M) ~ 0.086 ~ 29 MiB
DICE+ReAct | 20.08  96.11 2650 9383 3834 9061 2936  92.65 | 2857 9330
NNGuide 2573 9512 3718 9121 4697 8867 2770 9230 | 3439  91.82
. 3 . o . . . g g\ 5 JT f
o| Xlaoyuar _l-" al. Rev pCa-pased tecnnigue 1or out-ot-d FIouUtion aete on. In Proceedings o ne CV nternational Confterence on Computer V ON, page 9431—194 9,20 .

[8] Yiyou Sun, et al. Out-of-distribution detection with deep nearest neighbors. In International Conference on Machine Learning, pages 20827-20840. PMLR, 2022.
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CIFAR10, CoP . ImageNet-1K, CoP ;O UNTVERSITY
® 90 - 95
Experiments
2 50+ 758 3r»o—>"<3"8°3
. . o o o o
® Ablation studies: effect of more kernels LR [ CEN-. .2
. o . . 10 -| =—e= AUROC |- 55
50 70
® Cosine, Gaussian, Laplacian, Polynomial
. . . . explained variance ratio explained variance ratio
® Cosine-Laplacian, Cosine-Polynomial
CIFAR10, CoRP ImageNet-1K, CoRP
C . .
® Sensitivity analysis: effect of involved hyper-parameters o
= .’.__’_.__.,__.———.—0-—-.—_.‘. - Q = ././0—4—'-0—._.__’_** g
S B =
® Explained variance ratio amﬁw-eos asgwmg
o @ o o
. . o o o ]
® Gaussian kernel width e FesT T o™
77| —s— AuroC 46
. Number Of RFFS 0.5 0.6 0.7 0.8 0.9 1.0 0.3 0.4 0.5 0.6 0.7 0.8
explained variance ratio explained variance ratio
CIFAR10, CoRP ImageNet-1K, CoRP
,‘]b_
751
—_ _95? . —85__5
) . L g0 S
8" R -
o D o 554 o
. . OoD data sets AVERAGE w —= FPRO5 _m—m——a—m—8 | oo g L —70<
kernel iNaturalist SUN Places Textures 25 - —e— AUROC 45
FPRJ' AUROCT FPRJ' AUROCT FPRJ' AUROCT FPR'L AUROCT FPR'L AUROCT 0.51.0152.0253.0354.0455.0 0.51.0152.0253.0354.0455.0
PCA (no kernels) |95.46 5201 9798 4486  97.99 4519 4622 8777 | 8441  57.46 Gaussian kernel width Gaussian kernel width y
Polynomial 96.03 5307 9826 4284 9785 4502 9550 4796 | 9691  47.22 .5 CIFARIO CoRP mageNet- 1% CoR?
Laplacian 9465 5025 9468 5029 9528  49.80 9466 5034 | 9482  50.17 | o 75 | o
Gaussian 9446 5083 9517 5033 9480 5046 9509 5080 | 9488  50.60 s /”‘/4 L2 EL L2
Cosine (CoP) 6725 8341 7553 7993 8248 7383 833 9829 | 5840  83.86 0 35 9 o Q
& (35 F 5o g
Cosine-Polynomial 5410 8448 7597 7504 8282  69.01  59.15 8327 | 6801  77.95 | o e 2 & 2
92 ~70
Cosine-Laplacian 76.18 7795 7754 7670 8447  70.16 1197 9757 | 6254  80.60 25| —e— AUROC 454
Cosine-Gaussian (CoRP) | 50.07 8932 6256 8374 7276 7891 902  98.14 | 4860  87.53 1> 1004 1530 om0 131000 2008 050 T m
dimension M of RFFs dimension M of RFFs




l Kernel PCA for Out-of-Distribution Detection

Conclusion
® KPCA learns a subspace where the disparity between InD and OoD is pronounced.

® Effective kernels under the OoD detection task

® Cosine kernel
® Cosine-Gaussian kernel

® Resolving the challenge of KPCA in large-scale data

® Explicit feature mappings
® Significantly reduced time and memory complexity. (O(N¢) = O(M), Niyp > M)

/Y\J%ZSJTJF
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