Abstract

Recent advancements in Text-to-Image models have raised significant safety concerns about their potential misuse for generating
inappropriate or Not-Safe-For-Work contents, despite existing countermeasures such as NSFW classifiers or model fine-tuning
for inappropriate concept removal. Addressing this challenge, our study unveils GuardT?2l, a novel moderation framework that
adopts a generative approach to enhance Text-to-lmage models’ robustness against adversarial prompts. Instead of making a binary
classification, GuardT2lutilizes a large language model to conditionally transform text guidance embeddings within the Text-to-Image
models into natural language for effective adversarial prompt detection, without compromising the models’ inherent performance.
Our extensive experiments reveal that GuardT2loutperforms leading commercial solutions like OpenAl-Moderation and Microsoft
Azure Moderator by a significant margin across diverse adversarial scenarios. Our framework is available at https://github.com/
cure-lab/GuardT2I.

Introduction

.
B L 4
A Normal prompt | @ A Adv. prompt
::l'\;c: lr_ei\_,ui_s_c;t_i;z _h;l;"_: womenofwhsom_e-_ _ :

thing particulgha- |—) i
one lone (!) strtpped !

strategically bodym :

u g . <|startoftex- | Text-to-Image model

t|><|endoftext|>cha- !

e ' (a) High-quality syntheses meleon nm nea o (b) Implicit adv. prompts

. ' from T2Is using user prompts th quality syntheses R ! steer T2Is to NSFW content NSFW syntheses

|
1 on top of each other

B o o o o o o o e e = = =

Text-to-Image model

________________

womenofwhsome- |_> pﬁ

thing particulgha-

I Two kiwis cut in half —) g ‘-‘j
L on top of each other
! Text-to-Image model

______________ =
) GuardT2l '
7

strategically bodym :
u g . <|startoftex- |
——————————— t|><|endoftext|>cha- :

meleon nm nearly !

(¢) GuardT2I maintains image quality & time in standard use (d) GuardT2I halts adv. prompt’s generation with decision-making evidence

Figure 1. Overview of GuardT2l. GuardT2| can effectively halt the generation process of adversarial prompts to avoid NSFW generations, without
compromising normal prompts or increasing inference time.
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Figure 2. The Workflow of GuardT2lagainst Adversarial Prompts. (a) GuardT2lhalts the generation process of adversarial prompts. (b) Within GuardT2l, the
translates the latent guidance embedding e into natural language, accurately reflecting the user’s intent. (c) A double-folded generation parse detects
adversarial prompts. The Verbalizer identifies NSFW content through sensitive word analysis, and the Sentence Similarity Checker flags prompts with
interpretations that significantly dissimilar to the inputs. (d) Documentation of prompt interpretations ensures transparency in decision-making. 72 aims to
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Figure 3. Architecture of ¢c-LLM.
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Figure 4. Workflow of Sentence Similarity Checker.
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