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SAT for Cryptanalysis

Round function
Th=(L; <kKa)&(L;kd), h=L; Kc
I3 =T10T1>, 6 K;
Liys =T3® R;
Riy1=L;

Cryptographic Problem
(like Plaintext-Ciphertext Problem)
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Satisfiability Problem
in CNF formula
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Problem size ballooning considerably
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increasing computational complexity,
losing high-order operational information.




I ANF formula for Crypto Operations

122+ 123+ T+ T2+ 23 +1=0 X=mzmzo,  Y=pyyw, Z=%HnHnk
1Tz + 2223+ 21+ 23 =0 Y=X«K2 Y=X>1 Z=X®BY
yo+x2 =0 yo+x3 =0 Zo+To+yYy =0, co+zo-yo=0
$11L‘2+l’3+1 =0 v v 0 0T Yo 0 0 Yo
y1t+x3=0 y1+xp=0 zni+T1+yp+e=0, cr+xTyi-co+yrcotTy-yr =0
Y2+ =0 ya+x1 =0 Za+Ta+yatc1 =0, ca+xT2-ci+yz-ci+aTr-y2=0
= h = ys+a, =0 ys+ a2 =0 z3+ @3+ ys +ca =0 (ep,cy,er: the addition carry )
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Figure 1: (a) Example ANF formula graph from MQ problem; (b) The transformations to express
the circular left shifts (<), circular right shifts (>>), modular addition (H), bitwise XOR (), and
bitwise AND (-) operations in ANF.



I ANF-based Graph Structures

A single iteration consists of the following two updates T1Ty + XT3+ 21+ T +23+1=0

12Xy + Tox3 + T1 + T3 =0
$1$2+$3+1=0

Literal to clause

LY =Ly (ILO[1], LOLI]))
(C OO ] =M Lonsg (L2))

m,pos? ~m,neg

(C(t+l),0(t+l}) {_Cu?pus([o(t) C(t) C(t} ])

pos h,pos h,pos’ ~'neg’ ~m,pos
t+1 (t+1) (2) t t
(C[ZEUS ) 1 Ch__‘n{:g ) J"_Cu-,m:g ( [Ch:ncg? C[:(:-Uz ? Cr{n?ncg])

Clause to literal

LY = MizcCue ([CS), CL))

pos?® ~'neg

m 21Li2m (L) We only save the embedding of vanilla

(LD, LS“}) — Lu_([LEf) L) literals and pairs of complementary clauses.



I Complexity for CNF and ANF formula

Table 1: Parameters of SAT problems in CNF and ANF

Datasets | SR®) SRS JU6 31632 6816 61632 3816 6el6
#literals | 6 424 25 49 49 97 57 129
CNF | #Clauses | 75 5492 195 225 735 1519 336 921
#Nodes | 87 6340 245 323 833 1713 450 1179
#Literals | 5 25 24 48 48 96 56 128
ANF | #Clauses | 11 26 24 48 48 96 64 136
#Nodes | 27 77 72 144 144 288 184 400




I Key solving algorithm for Plaintext-Ciphertext Problem

Input: Key K bit ID: i Output:
A
g % ANE Sk;=1 = Sg=0
& Fs (K =1) Ki=1
.:51:1 ANF e
encryption algorithm E) ANF SKi=1
\.) i SKi=0
—_— \—‘ KI =0

otherwise

= %E.‘ ANF formula generator Key bit guessor CryptoANFNet
plaintext-ciphertext pair

Figure 2: The pipeline of the key-solving algorithm. Given a plaintext-ciphertext pair and an
encryption algorithm, we first transform them into an ANF-based instance of an MQ problem. Then,
for a specific key bit K; (the i-th bit of key), we guess its value as either 0 or 1 and generate two
derived SAT instances. We then employ CryptoANFNet to predict the satisfiability of each instance.
The final determination of K; is based on which instance receives a higher satisfiability score.



Experimental Results for Satisfiability Prediction

Table 2: Performance of different learning-based solvers on synthetic datasets

e Scipher  Scipher Scipher Scipher Speck  Speck
Datasets SR SR 3616 31632 6816 6-16-32 3816 6816
NeuroSAT | 91.0% 57.0% 74.0% 727%  53.0% 51.0% 55.0% 52.5%

CryptoANFNet | 96.0% 72.0% 765% 756% 69.0% 665% 72.0% 68.5%

Table 3: Performance for key-solving algorithm in solving MQ problems on synthetic datasets.

Datasets Scipher  Scipher Scipher Scipher Speck  Speck

3-8-16 3-16-32 6-8-16 6-16-32 3-8-16 6-8-16

NeuroSAT 74.0% 12.7% 53.0% 51.0%  55.0%  52.5%
CryptoANFNet 76.5% 75.6% 69.0% 66.5% 72.0% 68.5%
CryptoANFNet+ key-solving | 82.0% 784% 700% 69.0% 750% 71.0%




Experimental Results for Efficiency Comparison

Table 4: Comparing the efficiency of different solvers for solving the MQ problem on synthetic
datasets. (Average runtime: (SAT, UNSAT) ms/instance)

Scipher  Scipher  Scipher Scipher Speck  Speck

Datasets SR(5) SR(25) 38-16  3-1632  6-8-16  6-16-32  3-8-16  6-8-16
NeuroSAT [5] | (3.3) (20.20) 77 (10.10) (77 (14.14)  (13.13) (18.18)
CryptoANFNet | (2.2) (5.5) 88) (9.9 (10.10)  (88)  (1L11) (14.14)
WDSat [42] | (3634)  (2470.5662)  (38.38) (39.39) (40.37)  (86,150) (44.47) (46.46)

CryproMiniSat [44] | (44)  (1349135912)  (44)  (1.9)  (89) (10,1354 (55  (6:8)

Kissat [45] | (22) (4922.14856) (22)  (22)  (5.8) (219464 (33) (45

Table 5: Comparing the efficiency of incomplete solvers for solving the MQ problem on synthetic
datasets. (Average runtime: (SAT, UNSAT) ms/instance)

e Scipher Scipher Scipher Scipher Speck Speck
Datasets SR(S) SR(25) 3816 3-16-32 6-8-16 6-16-32 3-8-16 6-8-16
WalkSAT [46] |  (3.640) (762.744) @.6) (10.12)  (28926)  (831.899)  (39.480)  (482.538)
RoundingSAT [47] | (33) (36758.50122)  (3.5) (7.10) (2820)  (664.1801)  (23.24) (29.35)

FourierSAT [48] | (1275.8670)  (9620,9687)  (983.426) (1779.459) (8163.416) (8830,8862) (8733,8689) (8799.8912)
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