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SAT for Cryptanalysis

Satisfiability Problem 
in CNF formula

Cryptographic Problem
(like Plaintext-Ciphertext Problem)

Problem size ballooning considerably

increasing computational complexity, 
losing high-order operational information.



ANF formula for Crypto Operations



ANF-based Graph Structures

A single iteration consists of the following two updates

Literal to clause

Clause to literal

We only save the embedding of vanilla 
literals and pairs of complementary clauses.



Complexity for CNF and ANF formula   



Key solving algorithm for Plaintext-Ciphertext Problem 



Experimental Results for Satisfiability Prediction   



Experimental Results for Efficiency Comparison
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