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§ Emerging Applications with Large Language Models (LLMs)
LLMs are now widely used for tasks like document summarization and article enhancement, showing increasing
importance in daily life.

§ Fast-growing Capabilities of LLMs
Models such as Claude 3.5 and GPT-4o offer unprecedented power and accessibility, making it harder to distinguish
between AI-generated and human-generated content.

§ Increasing Misuse of LLMs
The widespread accessibility of large language models (LLMs) has led to a rise in misuse, compromising content
authenticity and integrity, e.g., AI-generated phishing email and AI-assisted plagiarism

§ Inadequate Detection Methods
Existing detection tools lack the effectiveness and affordability to keep up with the development of advanced LLMs,
creating a significant gap in detecting AI-generated artifacts.

Introduction
Why We Need to Detect AI-generated Text?
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Taxonomy of Existing AI-generated Text Detection Techniques 

§ Utilize one or several pre-trained surrogate models to
simulate the generation process of LLMs

§ Utilize various metrics on the surrogate model’s
output to calculate and assign a score to the given text

Background

§ Fine-tune a detection LLM to analyze the input text
and predict its label.

§ Exploit more complex features from surrogate model‘s
output and train a classifier to do the prediction

Statistical Method Training-based Method

3
§ Left figure from Mitchell, Eric, et al. "Detectgpt: Zero-shot Machine-Generated Text Detection using Probability Curvature." ICML. 2023.

§ Right figure from Verma, Vivek, et al. "Ghostbuster: Detecting Text Ghostwritten by Large Language Models." NAACL. 2024.



Motivation
Intuition Behind Our BiScope
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“For human-written text, the surrogate LLM has a poor
prediction for the next token and a strong memory of
the previous token, reflected in the output logits,
whereas the behaviors for LLM-generated text are the
opposite.”
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Existing Methods Our Method
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Overview of BiScope

Design
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Step 1: Completion Prompt Generation

Design
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§ We formulate the detection within a guided text completion scenario
§ We first utilize a surrogate LLM to summarize the entire input text and obtain a summary as guidance
§ Then we divide the input text as two segments and let the surrogate LLM complete the segment 2 based

on the summary and segment 1
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Step 2: Loss Computation In Text Completion 

Design
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§ We propose a novel bi-directional cross entropy loss calculation method to capture both the prediction
and memorization information in the output logits, consisting of forward cross-entropy (FCE) loss and
backward cross-entropy (BCE) loss
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Step 3: Statistical Feature Extraction

Design
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§ We partition the entire loss sequence into n segments
§ For each segment i, we compute the statistical values of the sub-sequence [i, i+1, …, n]
§ The entire step only uses one-time LLM inference to simulate the features when different lengths of

input text are given to the surrogate model



Step 4: Feature Classification

Design
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BCE

§ In the last step, we concatenate all the statistical features of both the FCE and BCE vectors into a one-
dimensional feature vector, which is then used to train a binary classifier to perform the classification.

§ This trained classifier can be directly deployed to detect unseen data, whether from unknown LLMs or
unfamiliar text domains.



Dataset Settings

Evaluation
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§ We extend existing datasets and craft a large-scale public dataset for more challenging AI-generated
texts, consisting of 25 distinct groups and more than 22,000 samples generated from 5 latest
commercial LLMs from OpenAI, Anthropic, and Google.

§ Our extended datasets contains two long natural language datasets (Essay, Creative), two short natural
language datasets (Arxiv, Yelp), and a code dataset (Code)



Detection Performance Compared to Existing Open-source Techniques

Evaluation
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§ On natural language datasets, BiScope outperforms nine state-of-the-art baseline detection methods
with 0.26 additional detection F1 score on average

§ On code dataset, BiScope outperforms all the nine baselines with 0.21 detection F1 score increase on
average



Detection Performance Compared to Commercial Detection Tool

Evaluation
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§ We also compared our BiScope with the latest version of the renowned commercial AI-generated text
detection tool – GPTZero[1].

§ Our BiScope outperforms GPTZero in 72% of cases, particularly in the Code dataset, where it achieves a
0.19 average F1 score improvement.
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[1] Edward Tian and Alexander Cui. "Gptzero: Towards detection of ai-generated text using zero-shot and supervised methods", 2023.



§ We propose a novel AI-generated text detection algorithm that exploits both the preceding token information (i.e.,
memorization) and the next token information (i.e., prediction) via an innovative bi-directional cross-entropy loss
calculation method.

§ We are the first to utilize text summaries to guide the detection, further enhancing its effectiveness and robustness
toward heterogeneous data.

§ We extend existing datasets and craft a large-scale public dataset for more challenging AI-generated texts, consisting
of 25 distinct groups and more than 22, 000 samples sourced from five latest commercial LLMs.

§ We develop a prototype named BiScope, a detection pipeline without any fine-tuning needed for the detection LLM.
We evaluate it on our dataset and show that BiScope outperforms nine state-of-the-art baseline techniques.

Conclusion
Our Achievements with BiScope

14



Thank You!


