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Overall Contributions
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 Identify “semantic artifacts” in cross-scene synthetic image detection.

* Propose a patch-based detector, aiming at breaking “semantic artifacts” for
generalization detection.

 Validate the effectiveness of our approach in both cross-scene and open-world
generalization (including 31 test sets).
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Motivation

Existing detectors tend to overfit the specific artifacts of the training data,
resulting in substantial Accuracy drops in cross-scene generalization.

1 Bedroom

Test
Bedroom  Church

Acc. (Real) 99.80 100.0
Bedroom  Acc. (Fake) 100.0 0.00
AP 100.0 99.90
Acc. (Real) 100.0 100.0
Church  Acc. (Fake) 0.00 100.0
AP 98.20 100.0

Training  Metrics

3 Church Table 1: Cross-scene detection experiments

(k) on ResNet-50 models from ForenSynths [4].

We use 2 sets of training images on differ-

ent scenes, Bedroom and Church, to retrain

the detectors. Detection accuracy (Acc.) (at

4(thl;lr§h a threshold of 50%) and Average Precision
aKe

(AP) are reported.

(a) Original (b) ResNet-50 (¢) ResNet-50 (d) ResNet-50 (e) ResNet-50 (f) Our approach
trained on Bedroom  trained on Church  trained on Bedroom  trained on Church
with Patch Shuffle with Patch Shuffle
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Generator Artifacts

« Synthetic images from different generators exhibit different artifacts.
« Unique artifacts might lead detectors to overfit during training.

DDIM PNDM Latent Diffusion

cycleGAN starGAN DeeIfake

Figure 1: Generator artifacts: noise residuals power spectrum of images from 9 generative models and 1 real
dataset. Top row: 5 Diffusion Models. Bottom row: 2 GANs, cycleGAN and starGAN, 2 CNN-based generators,
Deepfake and CRN, and 1 real dataset, LAION.

DALL-E 2 GLIDE

CRN LAION (real)




Semantic Artifacts

« Real images with different semantics exhibit different artifacts.
« Semantic artifacts can be inherited by generative models.

FaceForensics Raw Camera CelebA FFHQ LAION
deepfake (FaceForensics) SITD (Raw Camera) Latent Diffusion (CelebA) Latent Diffusion (FFHQ) Latent Diffusion (LAION)

Figure 2: Semantic artifacts: noise residuals power spectrum of images from different scenes. Top row: 5 real
datasets. Bottom row: 5 generative models in corresponding scenes, deepfake, SITD, and 3 variants of Latent
Diffusion on CelebA, FFHQ, and LAION.




Methodology - Patch-based Detection

Patch Shuffle Patch-Based Feature Extraction Classification
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Figure 4: Pipeline of our approach. First, for pre-processing, we divide the input image into patches and shuffle
these patches to obtain a randomized sequence. Then. we train a patch-based convolutional network for feature
extraction. Finally, we flatten these features into a one-dimensional vector and then apply a linear classifier for
classification.

« Patch Shuffling and patch-based feature extraction is able to break the “semantic
artifacts” for generalization detection.

» By extracting local features, our detector is able to reduce the impact of global
semantics in images.
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Effect of pre-processing

FaceForensics++ Raw Camera Deepfake LDM-CelebA LDM-LAION

Original

Resized

Shuffled

Patches
(Segmented)

» Most visible artifacts are reduced during the patch shuffling.
» Low-frequency features are weakened but high-frequency features (corresponding
to artifacts) are enhanced in image patches.




Cross-Diffusion Evaluation

« Extensive experiments on 18 variants of Diffusion Models are performed.
 Significant gap between Acc. and AP exists in several detectors.
Bedroom Church ImageNet CelebA FFHQ LAION Average
Methods Variants DDIM iDDPM PNDM LDM DDIM PNDM LDM LDM ADM [DM RDM LDM DALLE2 GLIDE LDM SDvl SDv2 SDv2-HR .
Acc. Acc Acc. Acc. Acc. Acc. Acc.  Acc. Acc. Acc. Acc. Acc. Acc. Acc. Acc. Acc. Acc. Acc. A
cxy  BUAUEPGOD) 5280 SO0 S0.85  55.60 5085 SLI0 S0.00 5210 S0.65 5295 4740 49.60 4940 5040 6168 8730 7265 6070 5537 6520
BlurtJEPG(0.5) 5075 5200 5020 5275 5075 5035 5035 5260 4995 5740 4805 5090 5000 5015 6093 8440 7550 6640 5575 6691
patchEor ResNet |8 69.85 4635 6800 7355 7745 7240 5720 5615 4065 7710 6365 6445 4780 5505 6833 6735 4980 4480  GLIl 6883
Xception 5010 5135 5005 5195 5130 5015 5075 6680 4995 9590 50.00 5480 5070 6000 9925 99.35 6840 6795 6216 69.14
F3aNet 5005 50.00 5000 50.15 50.15  50.00 50.00 60.35 4255 89.05 5285 7685 5045 4995 6488 8620 7670 8420 6025 7731
F3Net LFS 5010 5020 50.10 50.80 5005 5010 5125 5405 3120 7615 5030 5210 5285 5650 6083 67.10 5870 8595 5546 8289
Both 5000 5005 5000 5000 5000 5000 5000 5175 4725 6535 5000 6745 5000 5260 5638 7110 6375 8065 5591 8309
urall SVM 65.10 5440 5790 6690 57.60 6200 60.00 4920 4460 7800 40.80 6840 4310 5040 6290 64.10 5910 5780 5791 5530
LR 5540 4490 5050 6230 5380 4970 69.60 49.20 4740 §9.30 4450 8270 3930 5380 5660 5110 5090 4250 5519 5462
CelebA-SDv2 5840 6120 5560 63.55 6415 8215 7180 7280 4540 8325 8155 37.30 4563 5785 5045 5455 5350 3936 6103 7001
DIRE  ImageNe-ADM 5000 5170 4970 47.90 5185 5190 4925 7395 4270 81.80 8145 50.05 5422 6395 47.14 4385 4595 5277 5501 6090
LSUN-ADM 5000 4995 5040 5020 50.60 5100 5045 9665 4630 9990 100.0 49.65 5201 5325 5301 5330 5385 7567  60.34 6192
Dosoulis Top 10k 5020 5625 5035 5035 5250  47.05 5090 5745 53.85 4690 4465 4815 5040 5040 6243 8540 8195 6085 5556 6077
l Top 24k 5035 5130 4990 5010 5130 4945 4995 5315 5220 4725 4615 49.55 5140 5130 6148 89.10 8220 5990 5534 6349
Ojha  CLIP:VITL/I44FC 5805 8215 5530 5410 6715 5435 5965 6810 4880 S8LI5S 6090 6640 6618 6460 6887 8610 77.60 6610 6586 7951
LGrad - 5690 5990 5420 5115 5160 5425 5035 5810 3665 9690 6425 5795 5375 5810 6303 77.65 68.60 6871  60.11 8578
NPR - 5280 5690 5460 9975 5920 5460 83.65 9230 4415 9990 97.55 6845 7728 9015 9860 9620 9485 8930 7835 94.08
Oure Resizing 9930  83.00  99.00 9895 99.65 9955 9930 7950 1355 9995 9595 89.25 7995 8415 9857 9865 9250 9145  89.01 9358
Zeropadding  99.40 8040  98.65 9345 9670 9820 8270 9740 2670 99.95 9315 8195 8883 8990 99.69 99.70 97.60  98.90  90.18 93.64

Table 4: Cross-Diffusion generalization results. We evaluate the detectors on all 18 variants of Diffusion Models.




Cross-GAN/CNN Evaluation

» Extensive experiments on 13 variants of GANs or CNN-base models are performed.
 Significant gap between Acc. and AP exists in several detectors.

proGAN  cycleGAN  bigGAN  styleGAN  styleGAN2  gauGAN  starGAN  deepfake SITD SAN CRN IMLE WEFIR Average

Methods Variants
Acc. Acc. Acc. Acc. Acc. Acc. Acc. Acc. Acc.  Acc.  Acc. Acc. Acc. Acc. AP

CNN Blur+JEPG(0.1) 51.00 50.00 49.60 49.80 51.16 65.95 50.20 62.25 5111 56.62 7445 8535 4880 5741 65.38
Blur+JEPG(0.5) 52.25 49.28 49.85 51.25 52.87 66.51 50.00 60.90 53.06 49.09 60.55 69.85 46.60 5477 60.28
PatchFor ResNet18 54.25 52.73 53.35 52.65 59.26 62.92 58.70 56.95 46.67 50.23 43.50 4690 49.95 5293 56.73
Xception 52.00 51.21 51.70 50.75 50.44 65.68 50.15 50.05 4972 50.23  50.00 50.00 51.70 51.82 57.53
F3Net 50.00 46.89 52.15 49.35 51.51 65.88 51.10 70.00 46.11 4772 4995 50.15 50.65 5242 57.18
F3Net LFS 64.25 50.45 50.75 50.20 53.06 65.06 50.15 50.00 50.00 39.95 57.25 68.65 59.15 5453 68.04
Both 50.25 50.00 49.85 49.95 47.66 65.51 50.00 55.40 4194 4795 50.10 51.05 5590 51.20 62.70
Durall SVM 21.20 58.20 55.40 57.70 73.80 49.40 94.70 50.00 19.50 16.20 4520 5220 9630 53.06 51.63
LR 80.50 56.70 54.40 57.20 74.50 48.90 79.00 55.90 82.00 76.40 57.30 65.00 5240 64.63 52.51
CelebA-SDv2 48.44 53.80 49.80 52.55 54.65 19.65 50.95 50.05 4943 6550 64.15 6350 4750 51.54 5524
DIRE ImageNet-ADM 53.13 52.70 48.25 53.65 57.65 66.60 49.00 49.90 50.57 51.00 51.10 5245 57.95 5338 56.53
LSUN-ADM 52.34 50.45 50.65 51.65 51.10 50"90 49.85 50.00 50.00 51.25 50.00 50.00 50.50 50.67 49.46
Dogoulis Top 10k 51.00 49.55 49.50 48.05 48.93 65.99 50.00 50.00 43.06 5091 4840 56.05 49.75 50.86 51.68
Top 24k 50.25 48.94 49.25 49.10 48.70 66.02 50.05 49.95 36.67 56.39 4895 51.40 49.05 50.36 56.01
Ojha CLIP:ViT-L/14+FC 91.25 74.90 79.05 84.75 71.25 73.05 72.30 62.05 49.72 6438 50.50 53.15 6890 68.87 83.74
LGrad - 59.75 54.62 49.10 55.40 55.57 65.99 52.75 51.80 35.56  51.14 5285 6220 59.60 5433 64.63
NPR - 94.75 93.14 062.65 61.05 85.82 85.79 99.55 51.70 5833 56.62 58.05 5805 61.00 7127 81.38
Ours Resizing 86.50 84.77 89.85 90.25 88.85 91.46 96.50 66.80 10.28 60.00 4790 5855 71.85 72.58 8I1.12
Zero padding 79.75 88.37 85.20 95.20 71.54 60.66 99.55 70.65 61.94 86.25 74.80 80.05 87.70 80.13 84.97

Table 5: Cross-GAN/CNN generalization results. We evaluate the detectors on all 7 Generative Adversarial
Networks and 6 CNN-based generative models.




Open-world Evaluation

Cross-Scene Open-World
Avg. Acc. mAP Avg Acc. mAP

Blur+JEPG (0.1) 53.66 63.40 56.23 65.27 CO n C I US I O n

Blur+JEPG (0.5) 54.16 67.02 55.34 64.13

Methods Variants

CNN (CVPR’20)

PachFor GCCv20) (IR O T e o -
cepic o e ol » Existing detectors suffer from
F3Net (ECCV'20) LFS 5753 7936 5507  76.66 performance drops ON Cross-scene
Both 5682 8539 5393  74.54 J thouah the images are
. SVM 6423 5980 5587  53.76
Durall (CVPR'20) LR 6828 6481 5915 5374 Images, even g ) g
CelebA-SDv2 6319 6993 5705 6381 generated by models with the same
DIRE (ICCV'20)  ImageNet-ADM 5835 6673 5432 59.07
LngN-;xDM 66.64 6566 5629  56.70 structure (I—DM)
_ : Top 10k 5270 5575 5359 5696
Dogoulis (MAD'23) TOE 24k 5191 5776 5325  60.35
Ojha (CVPR'23)  CLIP.ViITL/I&+EC 6638 7936 67.12  81.28 i i
Lérad (CVPR'23) - 6291 8099 5769 7691 > Extenswe experiments O_n 31 test
NPR (CVPR'24) : 9044 9484 7538 8876 sets validate the generalization
Ours Resizing 9425 9628 8212 8836
‘ Zero padding 9252 9558 8597  90.00 performance of our approach,
Table 3: Results of cross-scene generalization and open- demonstrating our contributions to

world generalization.  For cross-scene generalization, the universal detection of Al-
we average the results on 6 variants of Latent Diffu-

sion (LSUN-Bedroom, LSUN-Church, ImageNet, CelebA, generated Images.
FFHQ, LAION). For open-world generalization, we average

the results on all 31 test sets (including 18 DMs, 7 GAN:S,

and 6 CNN-based generators). Bold represents the best and

underline represents the second best. More Detailed results

are shown in Tablef|and Table[5]




& 2 =
< g
QronG V3

Thank you for listening

Contact




	幻灯片 1
	幻灯片 2
	幻灯片 3
	幻灯片 4
	幻灯片 5
	幻灯片 6
	幻灯片 7
	幻灯片 8
	幻灯片 9
	幻灯片 10
	幻灯片 11
	幻灯片 12

