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Motivation

 Examples
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The distribution of CWE-416 (left) and CWE-
119 (right) vulnerabilities across all modules
in the Linux kernel over the past decade.

* Key observations

@@ -2134,9 +2135,11

@@ static int @@static int

netlink_dump (struct sock *sk) nft_set_desc_concat_parse (const

{ ale i struct nlattr *attr,struct
nlk->cb_running = false; nft_set_desc *desc)

+ module = cb->module; {

+ skb = cb->skb; len -

lock (nlk->cb mutex) ;

Y

@@ -4255,9 +4258,8

mut.

ntohl (nla_get_be32 (tb[NFTA_ SET_FIELD_
LEN])):

+  consume_skb (skb) ;
return O; - turn -EZ
is 5 + if (!len || len > U8_MAX)
} - return -EINVAL;
desc->field len|[desc
->field count++] = len;

}

CWE-416 (left) and CWE-119 (right) discovered
in the net module.

Potential vulnerability patterns associated with program behavior
differ and have distinct characteristics depending on the context of
different detection targets and tasks.




Motivation

* Problem

Existing deep learning-based vulnerability detection methods primarily employ
a uniform and consistent feature learning pattern across the entire target :

(1) Focusing on target code projects (without concern

General-Purpose  for specific vulnerability types) : [IVDetect, Reveal...

Detection Tasks (2) Focusing on specific vulnerability types (existing in

different code projects): Vuldeepecker, Ubitect...

Difficult to make full use of known information in diverse practical task
scenarios to characterize the potential vulnerability characteristics of
different target codes.



The KF-GVD Framework

* The overall architecture of KF-GVD

Phase I: Feature Representation

Phase II: Vulnerability Detection and Interpretation
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KF-GVD, a Knowledge Fusion-based GNN model for source code Vulnerability

Detection.




The KF-GVD Framework

* Feature representation

Code property graph generation

* Task-oriented vulnerability knowledge extraction

Vulnerable program operations
Sensitive functions

Customized knowledge for specific tasks

Graph embedding

Node feature vectors

Adjacency matrix

static struct nlm host
*nlm alloc host (struct nlm lookup host info
*ni

{ 58
host->net = ni->net;
host->h cred = get cred(ni->cred);
strlcpy(host->nodename, utsname ()-
>nodename, sizeof (host->nodename)) ;

}

<~

..........

1}k1 [label = <({strlcpy;strlcpy (host->nodename,

utsname () ->nodename,

sizeof (host->nodename) )) >]

1;k2 [label < (Koperator>. indirectFieldAccess) host->nodename)>]

| One-hot encoding I

l Word2Vec mapping |
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The KF-GVD Framework

e The Workflow of KF-GVD

Part I: Source task

__________________________________________________

Knowledge | _
/ dt [ d‘P / Fusion i f

4

iKt Part IT: Target task

The training of model f for a subtask t :

1) Dataset collection.
2) Initialize the parameters of f using Fp .

3) Perform feature fusion only on the data d;randomly sampled from d,:

I Fusion(ahy;, Bhy,),vj € Vi
" oy, v5 & Vi



Evaluation

* Comparison of Function-Level Vulnerability Detection Results

Site . Trmais
Method Net Fs Drivers Kernel Block Include

p R FI|{P R F1L [P R FI1 | P R F1 | P R F1 | P R Fl | P R Fl
Cppcheck 277 42.6 33.6| 148227179 27.053.6 359 30.7 45.9 36.8 10.345.9 16.8 30.2 36.5 33.1 23.631.827.1
Flawfinder 334 459 38.7| 20.6 36.6 26.4 159426 23.2 56 224 9.0 28.5 62.8 39.2 17.8 26.7 21.4 25.0 39.7 30.7
Sysver 584 67.2 62.5( 21.940.5284 272373315 32.530.7 31.6 22.723.6 23.1 37.930.2 33.6 26.345.7 334
VulCNN 66.9 72.8 69.7| 33.452.740.9 47.052.4 49.6 28.543.1 34.3 36.8 56.3 44.5 24.7 65.1 35.8 22.539.6 28.7
Codebert 66.2 62.3 64.2| 50.342.2459 47.8 36.7 41.5 423 51.6 46.5 46.5 51.1 48.7 42.9 40.8 41.8 40.9 35.1 37.8
CodeLlama 65.9 59.1 62.3| 52.946.049.2 50.6 52.6 51.6 44.143.944.0 53.351.5524 40.5 41.1 40.8 57.6 52.8 55.1
Wizardcoder 59.6 69.3 64.1| 53.748.250.8 427 38.240.3 39.8 52.0 45.1 55.650.5 52.9 443 38.541.2 56.4 49.3 52.6
Devign 63.7 79.4 70.7| 37.142.6 39.7 48.9 50.2 49.5 34.1 56.942.6 37.544.6 40.7 48.1 33.9 39.8 36.8 70.4 48.3
ReGVD 672 71.7 69.4| 41.943.742.8 50.3 51.5 50.9 40.6 45.9 43.1 45.8 55.5 50.2 42.8 34.8 38.4 44.565.2 52.9
IVDetect 81.8 94.7 87.8| 40.4 36.2 38.2 51.751.951.8 43.841.2424 41.4 60.0 49.0 39.0 35.6 37.2 66.7 80.0 72.7
GVD-ft 86.8 89.3 88.0| 53.6 88.266.7 73.3 66.0 69.5 413447429 390.544.742.0 51.778.451.9 50.0 53.351.6
KF-GVD 86.8 89.3 88.0| 78.6 98.1 87.3 739944 829 87.171.878.7 85.4 92.1 88.6 66.7 83.3 74.1 82.493.3 875

Tm TS'u.b
Hiie i 119
Method Fs Drivers Net Include CWE-125 CWE-787
P R FI|P R F1 | P R F1 | P R FI (P R FI | P R F1 | P R FI

Cppcheck 45.0 55.7 49.8| 33.750.5404 32.145937.8 44.2 40.0 42.0 23.935.728.6 24.8 50.6 33.3 29.4 357322

Flawfinder 27.6 50.4 35.7| 15.357.424.2 259448 32.8 37.6 42.8 40.0 29.7 56.8 39.0 129374 19.2 18.333.523.7

Sysver 54.8 70.6 61.7| 23.6 67.234.9 28.356.2 37.6 15.7 60.9 25.0 33.042.637.2 39.758447.3 33.4 48.6 39.6

VulCNN 63.9 77.4 70.0| 35.550.7 41.8 27.844.6 34.3 39.4 58.6 47.1 22.043.529.2 16.8 29.1 21.3 17.6 33.0 23.0

Codebert 65.2 67.9 66.5| 54.7 39.545.9 37.540.0 38.7 48.544.1 46.2 34.651.841.5 34.857.643.4 43.7 48.6 46.0

CodeLlama 70.0 64.1 669 55.754.955.3 45.6 45.8 45.7 57.248.052.2 49.3 53.951.5 37.653.944.3 48.055.8 51.6

Wizardcoder | 72.4 52.4 60.8| 62.535.545.3 45.8 48.747.2 50.8 42.0 46.0 48.6 56.6 52.3 33.552.5409 47.551.949.6

Devign 68.5 70.2 69.3| 30.6 54.2 39.1 35.4 42.8 38.7 48.6 57.2 52.6 258403 31.5 20.1 37.926.3 18.425.021.2

ReGVD 74.1 71.2 72,6 60.8 34.243.8 40.9 47.1 43.8 52.159.1554 44.1 50.8 47.2 29.8 54.0 38.4 44,9 57.2 50.3

IVDetect 79.0 83.3 81.1| 46.7 33.3 38.9 33.366.7 44.4 66.7 50.0 57.1 40.046.2 42,9 31.9 55.8 38.1 46.8 52.443.0

GVD-ft 82.9 909 86.7| 73.558.765.2 | 66.788976.2 | 763585647 | 57.161.559.3 49.8 60.5 54.6 66.7 61.5 64.0

KF-GVD 82.9 90.9 86.7| 96.195.295.7 90.0 94.792.3 91.775.082.5 91.7 84.6 88.0 59.2 80.0 67.9 80.0 84.2 82.1

KF-GVD demonstrates an improvement in precision by 0.6%-44%,
recall by 5.8%-29.3%, and an average gain of 22.6% on F1-score.



Evaluation

 Comparison of Statement-Level Vulnerability Detection Results

Tm]]q Tsub
Method Fs Drivers Net Include CWE-125 CWE-787
P R F P R F P R F P R F P R F P R F
IVDetect 323 56.1 34.8 10.5 63.1 154 36.7 204 26.0 9.7 747 164 22 170 31 16,7 100 125
LineVD | 39.2 279 326 | 11.0 587 16.1 | 37.6 212 268 | 172 532 26.1 | 41 249 53 | 333 200 25.0
LineVul 33.8 450 38.6 10.7 24.0 14.8 224 28.0 249 16.3 44.8 239 64 13.6 8.7 208 19.0 23.2
GVD-ft 32.1 55.0 345 11.2 66.0 16.4 18.3 10.2 13.0 9.6 854 163 7.5 51.0 10.3 29 18 22
KF-GVD 82.1 58.7 66.6 38.2 81.1 49.6 747 65.5 66.3 549 844 65.0 319 558 381 29.2 679 314
T 16
Method Net Fs Drivers Kernel Block Include
P R F P R F P R F P R F P R F P R F

IVDetect 19.6 58.1 24.5 154 80.8 19.2 202 719 255 27.7 83.8 36.9 154 23.6 18.6 679 67.7 67.5
LineVD 24.0 98.8 31.3 16.6 559 25.6 179 T332 233 158 729 21.9 125 16.7 14.3 48.2 49.2 48.7
LineVul 20.9 453 28.6 153 44.0 22.7 22.8 328 269 249 41.8 31.2 14.1 48.0 21.8 31.7 364 339
GVD-ft 227 58.6 25.3 16.7 113 218 253 699 28.0 164 66.5 224 108 5353 152 529 522 524
KF-GVD 56.3 96.3 63.8 559 80.8 66.0 76.5 81.1 68.1 80.6 759 75.1 274 97.3 36.1 133 131 726
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Case Study

* Undisclosed Vulnerabilities Detected by KF-GVD

ID Project File Location Vul_line
CNNVD-2023-43767151 : /.../OpenDDLParser.cpp 348
CNNVD-2023-12599427 | 4°°1MP /... JFBXParser.cpp 192
CNNVD-2023-59936877 boost /.../detail/rapidxml.hpp 644
CNNVD-2023-23489133 /.../basic_regex_creator.hpp| 710
CNNVD-2023-20301510 | c-blosc2 /.../blosc-private.h 120
CNNVD-2023-76730942 | exiv2 /.../value.cpp 13
CNNVD-2023-90736138 | flatbuffers | /.../util.h 133
CNNVD-2023-83881569 | frr /.../bgp_attr.c 2658

/.

CNNVD-2023-27702356 | harfbuzz ../hb-atomic.hh 172
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