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Background

® Problems of Existing Black-box Backdoor Defenses

B Low usability

— Exisiting detection-based black-box backdoor defenses simply
discard poisoned samples / models

B Impractical assumption

— Exisiting purification-based black-box backdoor defenses are
only effective against small trigger patterns located in the
corners of samples



Background

® Problems of Existing Black-box Backdoor Defenses

H Low usabilit

Challenge

How to effectively mitigate the impacts of all possible
backdoor attacks in black-box scenarios without
deteriorating the overall inference performance?

only effective against sma
corners of samples




® Evaluation Metrics
Visibility: v
v=(1-S8SIM(x,x"))/2

Robustness: n,
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Our Proposed SampDetox
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® Stage 1: Global Detoxification

— Inspired by Observation 1, this stage aims to destory the backdoor triggers
with low visibility but low robustness.

® Stage 2: Local Detoxification

— Inspired by Observation 2, this stage aims to destory the backdoor triggers
with high robustness but high visibility.



Experiments: Performance Comparison

® Comparison with 3 SOTA defenses against 10 attacks

Defense— No Defense Sancdifi BDMAE ZIP ' SampDetox (Ours)
Attack | |CA(%) PA(%) ASR(%)|CA(%) PA(%) ASR(%)|CA(%) PA(%) ASR(%)|CA(%) PA(%) ASR(%)'CA(%) PA(%) ASR(%

No Attack| 93.84 - - - - - - - - - - - - - -
BadNets | 92.00 10.18 99.97 | 76.59 89.55 192 |89.02 90.10 2.32 |88.12 86.52 7.17 | 89.57 90.15 2.11
SIG 8494 978 9850 | 70.68 43.73 29.58 | 82.77 10.08 96.65 | 82.15 35.60 36.58 [ 83.71 65.06 11.03
LC 8434 1026 99.06 | 68.44 51.78 3.64 | 79.75 73.39 2.0l 79.85 7492 2.06 | 80.72 7436 1.55
TrojanNN | 93.20 11.07 99.03 | 76.63 9084 181 |91.19 89.35 247 |8735 8691 7.10 | 92.78 89.95 1.86
Dynamic | 91.09 10.02 98.19 | 76.24 68.89 7.92 |88.48 75.78 12.57 | 8796 80.19 2.75 | 88.52 88.62 1.45
Blended | 93.85 1093 9951 | 77.92 51.12 15.06 | 87.84 14.88 96.46 | 8851 6381 872 | 90.23 86.65 1.96
LF 93.63 11.13 9948 | 77.92 4995 16.57 | 87.50 13.63 8097 | 83.76 86.59 5.85 90.01 8740 3.02
WaNet | 9143 10.27 91.05 | 77.87 4297 1435 | 8595 23.19 5063 | 8691 8522 8.36 | 89.34 88.92 5.59
ISSBA | 9357 1138 9596 | 77.70 5205 14.20 | 86.18 53.12 2239 |87.75 8546 1.79 | 90.74 86.51 1.60
BPP 9138 946 98.40 | 75.32 5042 15.25 | 86.69 21.73 5346 |8542 8294 7.20 | 90.59 8483 6.15

Our SampDetox achieves the best CA, PA and ASR i%
compared to other SOTA defenses against various attacks

==




Experiments: Ablation Study and Discussion

® Impacts of Different Stages, Denoising, and Hyperparameters

it | Visibility | Noise* | Stage 1 | SampDetox (Stage 1 + Stage 2) Fixed fz =1 ‘ Fixed fl = 20
ttac
| v | CA(%) PA(%) ASR(%) | CA(%) PA(%) ASR(%) | CA(%) PA(%)  ASR(%) I, |CA(%) PA(%) ASR(%)| I» |CA(%) PA(%) ASR(%)
BadNets | 0.052 56.25  49.71 3.03 90.12 88.15 6.6l 89.57  90.15 241
SIG 0185 | 5181 1716 | 1580 || 83.10 948 9233 | 8371 6506 11.03 59207 6248 27.58 | 40 | 92.19 60.90  30.07
LC 0.121 4775  28.04 1.07 8150 6145 3475 | 8072 7436 1.55 101 9122 7869 1296 |60 [ 9202 7332 1932
TrojanNN | 0.137 58.03  45.89 5.68 9254 3551 46.86 92.78  89.95 1.86 L0920 36,35 Sl 80 | 91.86 79.38 14.11
Dynamic | 0.098 56.26  41.18 1.09 8758 8562 38 | 8752 8862 1.45 20| 9065 8643 1.73 b 1001 9172 8368 613
Blended 0.067 5942 4522 1.53 88.65  86.65 1.86 9023  86.65 1.96 il ol —oa
LF 0005 | 5612 4095 | 255 8943 8750 302 |l 9001 8740 3.02 e tar) 1204 9202 8522 2'34g—|
30| 86.77 R4.56 1.71 TISU]| 91.833 B334.92 T2
WaNet 0.005 5771  43.73 5.38 89.43 8891 5.60 8934  88.92 5.59 35| 8491 8378 175 |o00l 6296 8187 230
ISSBA 0.006 | 57.10 37.35 1.14 90.92  86.50 1.61 90.74  86.51 1.60 - . . - . :
BPP 0.009 58.40  42.03 575 89.09  84.84 6.15 90.59 84.83 6.15 40| 82.30 83.01 172|250 923 J105 229

® Extra time overhead and effectiveness using DDIM

14 13917 Kok | SampDetox+DDPM SampDetox+DDIM
[] ] L) L) [ti:lsC
138 ' SampDetox's inference time is | CA(%) PA(%) ASR(%)] CA(%) PA(%) ASR(%)
BadNets | 89.57 90.15 2.11 2949 90.13 2.12
T
§06/ Comparable to that Of no defense S1G 8371 65.06 11.03 23.82 65.13 1098
S 04953 LC 20.72 74.36 1.55 20.62 74.22 1.53
g 04516 04735
2 : TrojanNN | 92.78 89.95 1.86 92.83 89.87 1.69
g 04 dioee Dynamic | 88.52 88.62 145 | 88.52 88.72 1.42
= Blended | 90.23 86.65 1.96 90.15 86.54 2.02
0.2 : LF 90.01 87.40 3.02 90.09 RB7.61 3.10
0.0435 USIng DDIM does nOt reduce the WalNet 20.34 28.92 5.59 29.48 BE.82 5.54
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Defense Methods




Conclusion

® Problems of Existing Black-box Backdoor Defenses

— Detection-based defenses greatly reduce the usability of tasks
— Purification-based methods are based on the impractical assumption

® Contributions of our work

— Reveal the correlation between the visibility of triggers and the robustness
of poisoned samples

— Present a novel perturbation-based sample detoxification method together
with its theoretical foundations

® Experimental results
— Extensive experimental results show the applicability and superiority of our
approach over state-of-the-art (SOTA) backdoor defense methods
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