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Adversarial attack in DNNs T D S
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“panda” noise “gibbon”

577% confidence 99.3% confidence

Adversarial samples hinder the application of DNNs in the security-critical domain
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Diffusion-based purification U0 biash & e
Purification Classifier
@vigia&a;;?age Diffused image Pur‘i‘tgzﬁé?’ag\e

Diffusion-based purification demonstrated impressive robustness
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Challenges in evaluation U0 biash & e
Diffusion: Complex Stochastic

grad = %(gradl + -+ grady ) = Xgqy > ¥

Gradient dilemma Resubmit risk

EOT Attack with T-evaluation

Inherent robustness or insufficient evaluation?
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Wish list in DiffHammer U0 s s

** Effective Selective attack 7

Avoid gradient dilemma

_ . Attack side

s Efficient Gradient grafting

Efficient gradient aggregation _|
<+ Comprehensive N-evaluation Evaluation side

Diagnosis of resubmit risk

DiffHammer: Adaptive attack for diffusion based purification
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(@)

Shared

vulnerability §;

(b) Loss on 8;: g»;"\
/_/ldv

Non-shared
vulnerability &g

(c) Loss on SqUSy:

Fail

————————————————————————————————————————————
_______________________________________________
————————————————————————————————————————————

Attacks toward &, are unhelpful and even detrimental




Attack on vulnerable set
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Target 51: Largest set of purifications

attacked by a same ™.

Coupled optimization problem

o ldentify z; (whether ¢; in §;) basedon r

S0

o Optimize r for purification with z; = 1

purification ¢

adversarial noise r

We adopt the EM algorithm as the optimizer




B FERKZKE

EM algorithm: E-Step U0 biash & e

AND TECHNOLOGY

E-Step: Set q(z;) = p(z = 1|A,r) givenr

o Linear optimization Attack as many purifications as possible

N
r* =r+ Ar =r +larg maxz a(ﬁ(pi (:17 + 7“) =+ ATTV:EE@ x+r)

1=1 Linear approximated loss _
o Loss-to-probability mapping o

a(zi) = 0 (Lo, (z+7) + (" —71)" VaLy,

x—l—r)

E-Step: probability of purification attacked by optimized r*
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EM algorithm: M-Step U0 biash & e

AND TECHNOLOGY

M-Step: optimize r given q(z;)
o Weighted gradient aggregation Time-consuming
N
1

o Plug-in for off-the-shelf attack algorithms
P =0y < [rY + asign(V, L))

M-Step: aggregate gradients of purification from §;
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’——— -------------------- ~_——
grad.-~ .
@ @ 17 @ Representative sample
/- Purification whose approximate
Purification ¢, Purification ¢, Purification ¢3
A
‘ .. grad ‘
grady x 0.2 l grad; x 0.8 l grads;x 0.5
Classifier Classifier Classifier
7 )

gradient similar (in attack) to others
i

Early aggregation
Low cost approximate gradient
Aggregate early and graft on representative sample to backpropagate

10
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~
o

High-cost X1 | = pifire
purification gradient T

LM

(=)}
o

U
o

IS
o

High-cost X[V
full gradient

w
o

Time per step (s)

N
o

Low-cost X[V
approximate gradient

=
o

o

1 2 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20
N

Gradient grafting significantly improves attack efficiency
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Resubmit risk U D & e
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Estimation of p is important for M resubmit risk: (1 —p)"

1-Evaluation only suitable forp = 0,1

p often lies between 0 and 1 ]

100%

100%

9% o) 0%
0% 0% Fail — 30%
Attacked Attacked Fail 100%
Fail Attacked 60%
60%
30% i 20% 90%
(a) DiffPure (b) GDMP (c) LM

Statistically, 1-evaluation underestimates p and resubmit risk

12
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In-loop N-Evaluation T D S
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N-Evaluation: Vv v XV VXV VY for L0 do

Sample ¢;,2=1,:++ , N;
. . Rob*~V) = Eval (+®~V), M) // for evaluation;
1. More accurate estimate int — 1: Record £, VO L, / for attack

(t-1) ~ 0.2 B .
p ~Z . AF (t) algIll&XZ (L"( ) 1 A~Tv(1‘)£o ) :
qz{t (ﬁ( )+ A~Tv(t)£ ) // probability of affiliation;

2. Byproducts for attack stage t:

(t) (t) ~(t) ~(t) g = th qft)vgiﬁm/N // aggregation in ¢ stage;
L L t [ t—1\T ~(t . e
"es 10’ gl ) uny glo g = Backward (¢(x + r*=1)T g1y // gradient grafting;

rt) = AttackAlgorithm (-‘r'(t_l) , g(t});

Better risk assessment is almost free

13



Effectiveness and efficiency
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Defense DiffPure GDMP LM
Metrics | Avg.Rob (it.)] Wor.Rob (it.)] | Avg.Rob (it.)| Wor.Rob (it.)] | Avg.Rob (it.)| Wor.Rob (it.)]
Clean 90.98 76.56 93.26 83.79 87.77 74.61
gil/)[lterations taken to reach 90% best performance EEZE ; fzgjg ;
2 PGD | 52.73 \er—3T05 (112)  |49.41 (N/A) 3691 (N/A) | 17.99 (31) 9.38 (31)
% DH 42.54 (20) 22.66 (17) 41.64 (17) 27.54 (13) 16.15 (17) 8.01 (14)
- DMIT  [45.64 (41) 25.20 (35) 43.40 (31) 32.42 (27) 38.81 (N/A)  23.83 (N/A)
S ™It |45.04 (39) 25.20 (38) 45.43 (37) 34.77 (30) 41.13 (N/A) 2559 (N/A)
VMIT  |50.55 (N/A)  28.71 (44) 50.76 (N/A) - 37.11 (44) 21.97 (39) 11.72 (32)
SVRET [59.12 (N/A) 3281 (N/A)  [60.37 (N/A) 4277 (N/A) [36.11 (N/A)  19.53 (136)

DiffHammer (DH) achieves effective results within 10-30 iterations

14
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Critical resubmit risk U0 biash & e
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Defense DiffPure GDMP LM

Metrics | Avg.Rob (it.)| Wor.Rob (it.)] | Avg.Rob (it.)] Wor.Rob (it.)] | Avg.Rob (it.)] Wor.Rob (it.)]

Clean 90.98 76.56 93.26 83.79 87.77 74.61

BPDA |[70.74 (N/A)  36.72 (W/A)  [80.57 (N/A)  51.95( ) |55.27 (N/A)  27.54 (N/A)
DA/AA [57.60 (N/A)  33.79 (W/A) [52.83 (N/A)  37.70 (N/A)  |32.56 (N/A)  17.97 (N/A)
PGD 5273 (N/A)  31.05(112) 4941 (N/A) 3691 ( ) | 17.99 (31) 9.38 (31)
DH 42.54 (20) 22.66 (17) 41.64 (17) 27.54 (13) 16.15 (17) 8.01 (14)
DMIT |45.64 (41) 25.20 (35) 43.40 (31) 32.42 (27) 38.81 ( )  23.83 (N/A)
T™MIT  [45.04 (39) 25.20 (38) 45.43 (37) 34.77 (30) 41.13 ( ) 25.59( )
VMIT  [50.55 ( ) 28.71(44) 50.76 ( ) 37.11 (44) 21.97 (39) 11.72 (32)
SVRE" [59.12 ( ) 32.81( ) [60.37 ( ) 4277 ( ) [36.11( ) 19.53 (136)

. 8/255

loo

Defenses show robustness below 30% with 10-evaluation




Transfer-based attacks
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1)

Defense DiffPure GDMP LM
Metrics | Avg.Rob (it.)| Wor.Rob (it.)] | Avg.Rob (it.)] Wor.Rob (it.)] | Avg.Rob (it.)] Wor.Rob (it.)]
Clean 90.98 76.56 93.26 83.79 87.77 74.61
BPDA [70.74 (N/A) 3672 (N/A)  |80.57 (N/A) 5195 (N/A)  |5527 (N/A)  27.54 (N/A)
. (BA) 17.97 |
[ Transfer-based attacks that generalize to all purifications EE%I) ) 0.3 (%(1) )
~ DH [ owTZO) 2266 (17)  |4L64(17)  27.54(13)  |16.15(17)  8.01(14)

P DMI' |45.64 (41)  2520(35) |4340(31)  3242(27)  [38.81 (N/A)  23.83 (N/A)
< TMIT |45.04(39) 2520(38) 4543 (37)  3477(30)  |41.13(N/A) 2559 (N/A)
VMIT  [50.55 (N/A) 2871 (44)  [50.76 (N/A)  37.11(44)  |21.97 (39) 11.72 (32)

SVRE! |59.12 (N/A) 3281 (N/A)  |60.37 (N/A) 4277 (N/A)  [36.11 (N/A)  19.53 (136)

Generalization in &5 is beneficial (DiffHammer) while in § is harmful

16
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** We propose a selective attack strategy that targets vulnerable purifications,
enhancing evaluation efficiency through gradient grafting.

** We incorporate N-evaluation within the loop to quantify the resubmit risk of
achieving at least one successful attack in practice.



o

EE M E KB
THE HONG KONG UNIVERSITY OF SCIENCE AND TECHNOLOGY

DiffHammer *

Rethinking the Robustness of Diffusion-Based Adversarial Purification

Kaibo Wang, Xiaowen Fu, Yuxuan Han, Yang Xiang

Website: https://github.com/Kalb0/DiffHammer
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