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What are Unlearnable Examples?

Def. Unlearnable Examples (UEs, or “availability attacks”): manipulate the training data to prevent machine learning
models from illegally learning useful representations.
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Challenges of UEs in Image Segmentation

|. ¢ Data Efficiency Challenge: Effective UEs should be crafted based on a small number of images rather than existing
large-scale image segmentation datasets.

Il. ¥ Generation Efficiency Challenge : Effective method should be able to craft UEs directly without the need to optimize for
each image .

lll. 5« Transferability Challenge: The UE generation method should stay effective when transferred to protect different
downstream tasks and datasets.

Data Generation -
Method Efficiency Efficiency Transferability
_ UES_H No No No
(Huang et al., ICLR 2021)
Robust UEs No No No
(Fu et al., ICLR 2022)
Stable UEs No No No
(Liu et al., AAAI 2024)
Transferable UEs No No Yes
(Renet al., ICLR 2023)
Synthetic Perturbations Yes Yes No
(Yu et al, KDD 2022)
UnSeg (Ours) Yes Yes Yes




Proposed Unlearnable Segmentation Pipeline
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Proposed Unlearnable Segmentation Pipeline

Nk Prompe T

— Test Image

- AT i Seg Models 3

Train Test I E‘Lﬁ;‘?’
’ /) y .\
Prediction
|
®  UnSeg
Low Performance
1 Protected Dataset | (Test Image )
o Seg Models 4
Train Test - 4@;.;-.
| ' 5 el W

Prediction

¢ Generative and interactive
¥ Instead of label information, requires only the mask prompt to protect the object.
¢ Can be finetuned on a small-scale dataset to achieve reasonable protection performance.



The UnSeg Framework
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Evaluation Summary

Table 1: A summary of our considered evaluation tasks, datasets, models, and performance metrics.

Task Model Dataset Metric
Semantic segmentation [41] DeepLabV1 [8]/DeeplLabV3 [10]/Mask2Former [11]  Pascal VOC2012 [14]/ADE20K [66]/Cityscapes [13] mloU [15]
Instance segmentation [21] Mask2Former [11] ADE20K [66]/COCO [27]/Cityscaptes [ 3] AP [37]
Panoptic segmentation [30] Mask2Former [11] ADE20K [66]/COCO [27]/Cityscaptes [1 3] PQ [30]
Interactive segmentation [31] SAM-HQ [29] HQSeg-44K [29]/DIS [45])/COIFT [26/HRSOD [59)/ThinObject [36] mloU [15]
Remote sensing instance segmentation [7]  Rsprompter [7] WHU [28]/NWPU [12]/SSDD [64] mAP [7]
Medical image segmentation [49] UNet++ [67] Lung segmentation [2]/Kvasir-seg [27] loU [67]

Object detection [3]

DINO [60]

COCO [37]

AP [37]




UnSeg is...

¢ More effective than random noise and synthetic noise.
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UnSeg is...

¥« More effective than random noise and synthetic noise.

¢ More effective on mainstream image segmentation tasks.

Dataset Method Backbone Pa;lhoptlc s Instance . Semantic
PQ AP mloUpe | AP AP APM AP mloU
Clean RS0 39.7 26.5 46.1 26.4 10.4 28.9 43.1 472
Swin-T | 41.6 27.7 493 279 10.8 29.8 46.2 477
ADE20k | SynPer [58] | RS0 | 18.6 13.6 28.7 | 93 7.1 13.4 9.7 | 254
| AR [51] | R50 | 37.8 24.9 43.1 | 25.4 9.4 21.7 433 | 439
| CUDA [50] | RS0 | 107 8.4 19.6 | 12,0 3.9 14.6 225 | 19.6
UnSeg(Ours) 11.7(28.0]) 7.5(19.01) 17.7(28.4)) | 6.220.2)) 5.054]) 8.6(20.3]) 7.3(35.8]) | 16.7(30.51)
g Swin-T 4.137.50) 34243 10.638.7)) | 4.1(23.8)) 4.06.81) 5.8(24.01) 3.4(42.8]) | 7.8(39.9])
Clean RS0 51.9 41.7 61.7 437 234 412 64.8 -
Swin-T | 53.2 433 63.2 45 24.5 48.3 674 -
COCO | SynPer[58] | RS0 | 113 95 11 | 10.8 134 15.2 5 | -
| CUDA [50] | RS0 | 6.7 47 11.2 | 9.7 3.7 10.9 188 |-
UnSeg(Ours) R50 4.247.7)) 3.2(385]) 5.2(57.50) 4.039.7)) 5.8(17.601) 37435 1.7(63.10) | -
g Swin-T 4.149.1)) 2.8(40.5)) 6.0(57.20) | 2.7423)) 4.420.1)) 19164l) 0.7(66.70) | -
Clean RS0 62.1 37.3 77.5 374 - - - 79.4
Swin-T | 63.9 39.1 80.5 39.7 - - - 82.1
Cityscapes | SynPer [58] | RS0 | 30.1 23.0 37.1 | 205 - - - | 255
| AR [51) | RSO | 516 36.0 68.3 | 355 - - - | 68.9
| CUDA [50] | RS0 | 516 314 69.1 | 299 - - - | 65.8
UnSeg(Ours) R50 5.756.41) 1.1(36.2)) 7.8(69.7)) 2.3(35.1)) - - - 10.9(68.51)
g Swin-T 7.2(56.71) 1.7(37.40) 12.6(67.90) | 1.538.20) - - - 17.8(61.61)




UnSeg is...
¥« More effective than random noise and synthetic noise.
¥« More effective on mainstream image segmentation tasks.

v Effective on downstream related vision tasks.
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UnSeg is...

¥« More effective than random noise and synthetic noise.

¢ More effective on mainstream image segmentation tasks.
o Effective on downstream related vision tasks.

¥ Resistant to Potential Defenses.

Clean No Defense Gaussian JPEG [40] AT [43] DDC-AT [56]

75.1 5.8 7.3 44.8 23.1 28.5




UnSeg is...

¥« More effective than random noise and synthetic noise.

¢ More effective on mainstream image segmentation tasks.

¥ Effective on downstream related vision tasks.

¥ Resistant to Potential Defenses.

w Effective when mixed with clean data.

Clean Proportion

Method Backbone
| \ 0% 20% 40% 60% 80% 100%

Clean Only | ResNet50 - 673 70.1 710 716 723
DenseNet169 - 693 70.7 T72.1 722 73.6
EfficientNetB6 - 69.7 712 735 T2 74.0
Res2Net - 67.6 708 712 71.7 73.6
RegNetX - 68.1 692 71.1 713 726

Mixed Data | ResNet50 25 672 687 703 718 -
DenseNet169 6.0 690 695 712 724 -
EfficientNetB6 | 74 706 719 733 73.2 -
Res2Net 6.7 68.7 705 71.7 726 -
RegNetX 21 698 697 711 714 -




Thank you!
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See the paper
for more details!
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