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Text-Guided Attention Is All You Need for
Zero-Shot Robustness in Vision-Language Models

Lu Yu Halyang Zhang  Changsheng Xu
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Deep neural networks have been found to be vulnerable to adversarial examples.

Original Example Adversarlal Perturbatlon Adversarial Example
“golden retriever” “chihuahua”
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Imperceptible adversarial perturbations can significantly reduce CLIP’s performance on new tasks.
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*Mao, C., Geng, S., Yang, J., Wang, X. and Vondrick, C., Understanding Zero-shot Adversarial Robustness for Large-Scale Models. In The Eleventh
International Conference on Learning Representations, 2023.



- ] Q‘Tﬁé"
Interpretation of Adversarial Attacks iiyﬁéé’?ééémi?&"s‘-‘rﬁﬁﬁ

o“

german shepherd standard poodle standard poodle golden retriever  chihuahua goldfish

Ori. image

Ori. image attention

jinrikisha chimpanzee swimming trunks  chihuahua egyptian cat cauliflower albatross birdhouse

Adv. image attention ~ Adv. image

We observe a notable shift in the text-guided attention of the adversarial example.
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> Attention Refinement Module:
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» Cross-Entropy Loss:

exp(cos(f (x);, g(t);)/T) |
rexp(cos(f(x);, g(t)r)/7)

L(x,t,y) = —E; j[yijlog 3
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Experiments: Main Results He.

Table 1: Zero-shot robust accuracy on images attacked with 100 steps of PGD [36]. We perforlﬁed
several different methods on Tiny-ImageNet and evaluated across 16 datasets. The optimal accuracy
is highlighted in bold, while the second-best accuracy is underlined. The values in parentheses

SR,

represent the standard deviation.
E§ < s 2 g . £ s § ¢
g = = &~ ~ £ = 5 < 5 z 2 3
s F % 5 2 5 F ¥ z £ I F : $ =
Methods ~ o o ) = < ] = = = < = 9] 9] = & Average
CLIP [45] 0.88 242 0.26  26.11 1.00 6.60 3.84 1.19 2.02 0.05 0.00 1.24 19.88° 1260 0.20 0.11 4.90
FT-Clean 1355 19.92 494 4000 0.82 0.64 240 0.68 2.66 0.05 0.03 .08 1495 9.9 0.09 1.32 1.05
FT-Adv. 51.59 3858 21.28 69.55 17.60 1255 3497 1992 1590 11.95 1.83  17.26  50.73 40.18 842  48.88 28.83
TeCoA [3€] 37.57 3030 17.53 67.19 19.70 1476 36.44 2246 1745 12,14 1.62 1818 5586 41.88 849  47.39 28.06
FARE[51] 23.88  21.25 1072 59.59 830 10,97 2456 1548 1096 0.14 0.84 10.54 4596 3435 438 1017 18.25
PMG-AFT[59] | 47.11 46.01 25.83 74.51 22.21 19.58 41.62 2345 1505 1254 198 2143 6242 4599 11.72 48.64 32.51
TGA-ZSR (ours) 63.95 6145 3527 84.22 3322 3397 5775 3455 22.08 1427 475 2874 7097  60.06 2040 4776 42.09
(+0.11) (£06T) (+007) (+021) (+039) (£0200 (+076) (+035 (016 (026 (+£027) (+011) (+04% (+046) (+068) (+035) (+0.12)

Table 2: Zero-shot clean accuracy. We performed several different methods on Tiny-ImageNet and
evaluated across 16 datasets. The values in parentheses represent the standard deviation.

g = s &2 g g S 5 5
§f 5 F < s = £ 5 s F 3 ; i f
= = x b 2 = = = w o 5] g = =) i~
Methods = < < z = < = 3 2 9 < 5 < J = < Average
CLIP [48] 5726 88.06 6045 97.04 57.26 83.89 8741 6547 40.69 4259 2025 59.15 8534 SL73 5202 5209 64.42
FT-Clean 79.04 8455 5425 9378 4680 47.10 B098 4643 3032 2439 930 4440 7869 T0.81 31.15 47.89 54.37
FT-Adv. 73.83 6896 39.60 B6.89 3337 2774 60.10 3345 2314 1649 486 3206 6741 5772 1811 4991 43.36
TeCoA [38] 6397 e66.14 3674 8724 4054 3511 6615 3875 2553 1713 675 37.09 7463 6250 2465 50.01 45.81
FARE[51] 7754 8158 6280 9433 4991 70.02 8147 57.10 3633 2269 1419 5178 8404 7750 4435 4607 59.85
67.11 7462 4468 8885 3742 3747 6634 3566 21.17 1776 471 3593 7670 6196 2521 49.99 46.60
57.59 7732 4808 29.06 2424 11.93 4804 8070 7474 36.62 4958 56.44
(£027) (£006) (+009 (018 (£103) (£017) (£ 0.08)

PMG-AFT[39]
7572 8646 5652 9348 51.99
(+0.35) (+ 049

TGA-ZSR(ours)
(£0.12) (+026) (£035) (+019) (+£025 (£034) (+030) (037
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Table 4: Comparison of vision-based attention and our text-guided attention. We evaluate the state-
of-the-art method PMG-AFT alongside our pipeline, incorporating two different types of attention
mechanisms on Tiny-ImageNet and evaluating performance across 16 datasets.

Z 5 £
§ s £ g 8 £ s 5 F
-] - - P A~ 3 e ~
F=] ' r = P, E & e T ‘F E- _é e =
5 & & S 2 S 13 & = < g P S =
: £ § F§ 2 §F 5 £ &8 £ £ §# § 5§ F §
Test Methods = o J & z & - & Q < & S < - = < Average
PMG-AFT[55] 47.11 46.01 2583 7451 2221 1958 41.62 2345 1505 1254 198 2143 6242 4599 11.72 48.64 32.51
Robust Vision-based 5281 4046 2266 7026 1950 1374 3767 1978 1697 11.79 264 18.08 5564 4245 RBE8 38.11 2947
TGA-ZSR (ours) | 6397 61.82 3525 8399 3278 34.13 5691 3420 2192 1420 444 28.62 7053 59.70 21.15 4775 41.96
PMG-AFT[55] 67.11 7462 4468 8885 3742 3747 6634 3566 21.17 1776 471 3593 76.770 6196 2521 4999 26.00
Clean Vision-based 7431 7077 41.03 8724 3691 3007 6252 3389 2410 1626 570 3359 7235 59795 2050 51.29 45.02
TGA-ZSR (ours) | 76.85 86.23 56.55 93.28 51.71 57.72 77.08 4832 29.15 2399 12.03 48.10 8082 7458 37.72 49.60 56.48
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Table 3: Zero-shot robust accuracy on images attacked with £ of 1/255 of AutoAttack [/]. We
performed several different methods on Tiny-ImageNet and evaluated on 16 datasets.
¥ §
- =
] - E ] ] =
5# ‘:‘m ':$I . - 3? éi & - = ‘:? " =
f % & £ & £ 5 & S & § §f §f & =
s £ § § £ §F 5 £ & F 57 §F 5 § §F z
Methods = 5] (5] L2 @ £ & = =) 5 = = [ [ & & Average
CLIP [45] 0.0z 0. 008 003 004 0 000 003 06 012 006 004 043 00 Do 0.22 0.09
FT-Clean 008 003 0u 0.91 o0 004 0e 003 048 002 003 0z 138 066 003 003 0.25
FT-Adv. S0.48 3755 2039 6914 1625 1123 3391 1834 1995 11539 165 1621 4990 3024 757 4884 25.28
TeCoA [38] 3503 2818 1609 6608 1741 1305 3481 2080 1537 1140 132 1632 5454 4015 T.05 4712 26.55
FARE [51] 2850 2337 1358 6070 972 1388 2772 1548 Q15 0325 087 1207 4745 3668 677 1023 19.78
PMG-AFT [59] | 4426 4412 2366 T390 1963 1725 3925 2087 1372 1199 168 1917 o057 4435 959 4853 30.78
TGA-7ZSR (ours) | 40.45 4053 2238 7206 2036 1558 4031 2143 17.13 1119 264 1928 5116 4568 1047 4803 3086

Table 4: Zero-shot robust accuracy across 16 datasets with CW attack [+]. The optimal accuracy 1s
highlighted in bold.

a ey
3 g §
= Lx, = N
§ s § . i g s £ » § & ¢
f & =+ s & § §F§ I g g £ 0§ =
: T = : e = £ g = E £ = ;
§ & & g 5 fF £ 8 g 5 & 3 s §F 4 3
Methods ~ 5] (5] = = & & = [~ & & = 3 - & g Average
CLIP [48] 0.21 (.36 o 1059 1.16 0.82 1.23 1.09 218 0.01 (.00 .14 1350 7.36 136 0.07 364
PMG-AFT[59] | 4459 4486 2415 7411 199 17.33 3988 2095 1351 12090 147 1951 6099 4446 1057 4859 3107
TGA-ZSE{ours) | 63.85 o350 3462 8411 2203 3328 5833 3295 2122 1389 456 20042 7034 5973 20020 4802 4050
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Table 8: Comparison of memory usage, training time, and test time.
Methods Train memory usage Train time (per epoch / batch)  Test time (per batch)
CLIP [48] OMb Os / Os 21s
TeCoA [38] 12873Mb 512s/0.65s 21s
PMG-AFT[59] R28s / 1.06s 21s
TGA-ZSR (ours) 21227Mb | 8855/ 1135 21s
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In this paper, we discovered that adversarial attacks lead shift of text-
guided attention. Building on this observation, we introduce a text-guided
approach, TGA-ZSR, which incorporates two key components to preform
adversarial fine-tuning and constrain the model. This strategy prevents

model drift while enhancing model robustness.
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Thank You!

luyu@email.tjut.edu.cn
zshy@stud.tjut.edu.cn
csxu@nlpr.ia.ac.cn

https://github.com/zhyblue424/TGA-ZSR
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