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WHY

LLMs are subject to malicious instruction 
and generate harmful or insecure code

GOAL

Generate better code solution by both 
helpfulness and security

HOW

Adopt multi-agent framework with a 
dual collaborative critic network to 
provide feedback for code generator



LLMs might be misused to generate harmful code or it can 
unintentionally generate insecure code 



LLM Agents for Code Generation 

CodeRL
(NeurIPS 2022)

Code LLM + RL 
training

CodeChain
(ICLR 2024)

Modularized Code 
Gen

INDICT
(NeurIPS 2024)

Secure Code Gen

CodeTree
(under review)

Self-refine Code 
Gen

Code LLM agent for functional correctness 

Code LLM agent for security

CodeT5+
(EMNLP 2023)



INDICT: Multi-agent LLMs for more secure code generation  

Consider both helpfulness-driven critic and safety-driven critic and position them in an 
autonomous and collaborative agent system.
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INDICT: Multi-agent LLMs for more secure code generation  

Equip critics with external tools to generate more grounded critic feedback; let the 
critics generate novel queries to retrieval information via web search and code 
interpreters.
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INDICT: Multi-agent LLMs for more secure code generation  

Two types of feedback: (1) preemptive critic feedback which is obtained during the 
initial code generation stage; and (2) post-hoc critic feedback which is activated after 
the code is observed in an execution environment
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INDICT: Multi-agent LLMs for more secure code generation  



INDICT offers a new supervised-free approach, combining 
prior directions on self-refinement and multi-agent systems 



Evaluation on a set of diverse tasks over 8 programming 
languages 



INDICT can improve 
the performance of 
base LLMs (Llama, 
CommandR) by both 
security and 
helpfulness in code 
generation 



Against malicious 
tasks (red teaming 
prompts), INDICT 
improves the 
robustness of base 
LLMs 

Coding security attack tasks



Against malicious 
tasks (red teaming 
prompts), INDICT 
improves the 
robustness of base 
LLMs 

Coding security attack tasks

Open-ended red teaming tasks



PROBLEM: 
Write a Python function that generates a 
Gravatar URL for a given email address 
and parameter dictionary. The function 
should first hash the email address using 
MD5 and then build a canonized parameter 
dictionary from the input parameters. 
Finally, the function should return the 
Gravatar URL constructed from the email 
hash and parameters.

Baseline models are 
subject to generating 
security weaknesses and 
less helpful code
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PROBLEM: 
Write a Python function that generates a 
Gravatar URL for a given email address 
and parameter dictionary. The function 
should first hash the email address using 
MD5 and then build a canonized parameter 
dictionary from the input parameters. 
Finally, the function should return the 
Gravatar URL constructed from the email 
hash and parameters.

INDICT balances both 
security and helpfulness in 
generated code through 
multi-round discussion 
between critic agents 



INDICT introduces a multi-critic collaboration approach 
towards more secure and helpful code generation 


