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RCA solution in TNFD

Network Database Data preprocessing .
management Cleaning Realttime alarms
unit ——— + Key alarm extraction =--+----- :

Data imputation

|
e I
¥

Historical alarms

L

((( ))) ((‘ ’)) ) Al model: Root cause analysis Y = 5
& Offline Algrm capisal i 2
_ , causal graphs oY

Microwave Radio access network discovery 5 §
and terminals =

S I

: Repair and _ _ :

: maintenance e Trouble ticket [ ] Online root causes ,

____________ € o L ___oxem _ __ __ __________._

[AA o=
Engineer Alarm monitor center

Goal: Telecommunication network fault diagnosis (TNFD).

Method: Root cause analysis (RCA) is to learn a causal graph that represents alarm activation relations.

and then using decision-making techniques to efficiently identify the root cause alarm when a fault occurs.

Problem: solve a causal structure learning problem AlOps (Artificial Intelligence for IT Operations).
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An illustrative example of the topological event
sequences generated by a telecommunication network

B € {0,1}NIxIN] X ={(v;,n;,t) | i =1,..,m) Event sequence
A € {0,}3VIXIVl g DAG tve b ) A

Ny N, N3 v; € V: Type of alarms (events)

(((,/2{)) "’(«/g) e hiChd n; € N: Devices

- = Alarms (Events) . .
Devices (Locations) t; € [0,T]: Time domain

p @
Ny A N Infer Root Cause Analysis (RCA)
N C((K) /’*@ ® Learned Causal Structure
2 ! >

4 ®«®-@




NV ERWRAY S,

[ ] e
Problem Formulation I N
7N school of Computer Science and Technology Y0

lllustration of Data Generation and Causal Discovery Process in RCA
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—————————— » Inference
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Causal
Cousa {\ Topology
A€ {0’1}|V|><|V|

The solid lines represent the data generation process.

The dashed lines represent the RCA inference process.
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Hawkes Process " \(t) = u+ Y o(t — ;)

t; <t

« A(t) is the intensity function.

« uis a constant, representing the baseline intensity of the event.

« The second term represents the influence of events occurring before time t on
the intensity at time t, where ¢ is a decay function.

Topological Multivariate Hawkes Process 21 X;(t) = pp + > auud(t — ;)

in;eNei(n),t; <t
« A%(t) represents the intensity function of event v at device n.
« ulis the baseline intensity of event v at device n.
« Nei(n) is the set of neighboring devices of device n which can be known from the
topology matrix B.
* a,, indicates the activation effect of event type v; on event type v, which is

assumed to follow the principle of Granger Causality.

1]. Hawkes, Alan G, et al. "Spectra of some self-exciting and mutually exciting point processes." Biometrika 58.1 (1971).

[2]. Cai, Ruichu, et al. "THPs: Topological hawkes processes for learning causal structure on event sequences." IEEE Transactions on Neural Networks and Learning Systems (2022).
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 Scalability Challenge:
The scales of the problems presented in this competition ranges from tens to a hundred, which is
considered a significant hurdle for causal discovery. Finding an efficient solution to problems of such

scale is a daunting task.

- Effectiveness Challenge:
The TNFD task is closely related to the livelihood infrastructure, incorrect outcomes could lead to
severe economic losses and negative social public opinion. As a result, it presents a challenge to the

accuracy of causal discovery.

* Interpretability Challenge:
In order to obtain results that are comprehensible to humans, it is imperative that the discovered
causal graph be a directed acyclic graph (DAG). However, ensuring this constraint satisfied during the

optimization process poses a challenge.
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To address the above challenges, we propose S2GCSL: a Simple yet Scalable Granger Causal
Structural Learning Approach for fast and effective causal discovery.

Event Sequence X = {(v;,t;,n;) |i=1,...,m}

Maximum Likelihood Estimation

Ay (t) = py + Z vt — t;)

i:n;ENei(n),t; <t

= [aviv] e RIVIXIVl 4 e RIVI
« A" and pu are to-be-estimated parameters.

v
L(A", u) Z(Zlog)\n ZfT )\Q(t)dt) — A] =argmin — L(A", p).
v=1 Y0

A, p

« Convert the causal discovery problem into an optimization problem



N ERBEAE S,

S2G L ) EAST CHINA NORMAL UNIVERSITY %‘ .NEURAL INFORMATION
< :: ; & *%1.. PROCESSING SYSTEMS
LRMBRET M EEEARER '.}.E‘.
> Schoolof Computer Science and Technology DY

Constrained Gradient Descent based Maximum Likelihood Estimation

Al = argmin — L(A", p).
A"

« For Scalability Challenge: Gradient descent
« For Effectiveness Challenge: Entry-norm Penalty ||A"'H1 .
- For Interpretability Challenge: Acyclic Constraint!l h(A") = tl’ace[(f +aA’o A”)W} — V]|

Final Objective: A = argmin —L(A", u) + M\ || A”|,, + X2h(A")
A" ’

Optimization

We employ the Adam [4l optimizer to solve the above problem.

Pruning

After the above process converges, we will delete edges that are below a predefined

threshold to obtain the final causal graph
AI — A:(I 2 p

[1]. Yue Yu, et al. "DAG-GNN: DAG Structure Learning with Graph Neural Networks." Proceedings of the 36th International Conference on Machine Learning (2019)

[2]. Kingma, et al. "Adam: A Method for Stochastic Optimization." Proceedings of the 3rd International Conference for Learning Representations (2014).
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Simulation:
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Simulated Event
Sequences

X:{(vi,ti,ni) ‘Z: 1,...,m}

Simulation parameters:

Alarm types (|N|): {20, 40, 60,80}

Devices (|V|):{5,10, 15, 20, 25,50, 100}

Sample size (m) : {50k, 100k, 150k, 200k, 250k, 300k}
u range(x 107%):{(1,3), (3,5), (5,7), (7,9)}

a range(x 107°):{(1,2),(2,3),(3,4), (4,5), (5,6)}
Time interval A: {(1,2),(2,3),(3,4),(4,5),(5,6)}
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Results on Simulation datasets
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Figure 2: The F1 Scores of different methods on synthetic data.
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pronounced the advantages for S?GCSL.

Figure 3: The SHD of different methods on synthetic data.
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Figure 4: The SID of different methods on synthetic data.

Table 1: The wall-clock execution time (s) of different methods on different scale of synthetic

problems. The algorithm with the highest efficiency under each scale of problem is marked in bold, SZG C S |_ rema | NS coMm petitive or

and “-” indicates that results cannot be obtained within one hour.

Algorithms | 5 10 15 20 25 50 100 surpasses other compa red algorlth ms
S’GCSL @ 8.67 x 10° @ 548 x 101 8.64 x 10 M . ..

TNPAR 3.61 x 10> 6.40 x 10>  7.82x10* 9.93x10?  1.46 x10° - - N eff|C|ency dCross prObIemS Scale
ADM4 1.17 x 108 211 x 101 3.00 x 10! 4.46 x 101 6.68 x 101 251 x10*>  7.58 x 10° .

CAUSE 6.88 x 10> 9.05 x 10>  1.21x 10°  1.66 x 10°  1.92 x 10° - - r'a ng | ng from 5 to 1 OO

PCMCI 1.70 x 101 258 x 102 891 x 102  1.78 x 10%  2.86 x 103 - -

MLE_SGL | 1.28 x10*  3.22x 10?  6.04 x 102  8.23 x 102  1.08 x 103

ACD 3.80 x 101 9.90 x 100 1.93 x 102  2.35 x 102 4.70 x 102

Up to 277x acceleration!
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Experiment: Results on Real-world datasets ST

Real-world Metropolitan Telecommunication Network Alarm Data

Table 2: Performances of different methods on metropolitan telecommunication network alarm data.
The algorithm perform best under each metric is highlighted in bold.

Algorithms | F1 Score (1) SHD () SID () ET(s)({)

S’GCSL | 04010.06 60.61650> 3971302 (737D

TNPAR 0.231006  83.1u607 5431626  4604s

ADM4 0191005  83.5.415  AT5is0s  86ls Most promising in
CAUSE 0.295004  T81s400 46874004  7209s real-world scenarios
PCMCI 0.0840.02 75.54432 3674171 93425

MLE_SGL | 0.19:005  77.24477 4064290  3253s

ACD 0141004 1071607  655us4g  1943s

S2GCSL surpasses other compared algorithms in F1 Score, SHD and ET on real-world dataset
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Effective and Scalable Solution: S°GCSL introduces an effective and scalable approach for
Granger causal structural learning from topological event sequences, optimized for large-

scale telecommunication network fault diagnosis.

« Key Methodology: Linear kernel with gradient descent optimization; Incorporate expert

knowledge via constraints to ensure interpretability.

« Performance Advantage: Demonstrates superior effectiveness and scalability on synthetic

and real-world datasets compared to existing methods.

 Practical Impact: Addressing real-world fault diagnosis challenges through efficient Granger

causal structure learning.
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