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Reinforcement Learning (RL)

The optimization problem in RL. (
~
Challenges of RL in real-world applications.
Agent «—
© Poor sample (environment interactions) efficiency. D2 {1~ p(16)}Z,

~ One agent owns limited number of samples

© e.qg., patients’ medical records
slow, expensive, fragile

t

;= argmax J(6) = / P(7/6) R(r) = B R(7)

env interaction
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The optimization problem in RL.

Challenges of RL in real-world applications.

~ One agent owns limited number of samples

© e.qg., patients’ medical records
slow, expensive, fragile

t

;= argmax J(6) = / P(7/6) R(r) = B R(7)

env interaction
Observation. Many other agents face the same challenges

Issue. Sharing raw samples is prohibited



Federated Reinforcement Learning (FRL)

Motivation. To build a better policy, ) ¢ )
© 20 22 @
~ with less trajectories A AA A

;» Agent 1 ;» Agent2 Agentk <—J

> sample efficiency improved
a group of self-interested agents
~ without sharing trajectories
Applications.
> clinical protocol discovery
~ autonomous driving

~ loT devices

o, etc.



Challenges of FRL

No existing work to provide theoretical guarantee

- Critical drawback due to high sampling cost ) ¢ ) . :

. L 4 A g A M
~ No assurance for practical applications A aa 4
;» Agent 1 ;» Agent2 Agentk <—J

Vulnerable to random failures or adversarial attacks
a group of self-interested agents

~ Inherited from Federated Learning

© Poses threats to real-world RL systems




Challenges of FRL
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~ No assurance for practical applications
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& Vulnerable to random failures or adversarial attacks
~ Inherited from Federated Learning

© Poses threats to real-world RL systems

Simultaneously solved by this work
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Federated Policy Gradient
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Federated Policy Gradient
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Practical FRL Systems

The Byzantine Failure Model
» The Byzantine General Problem
> Most stringent fault formalism

> A small fraction? of faulty agents bei

~ random failures, or

o adversarial attackers py — {pd il it ey

> The system has no knowledge 0 — 0 + s

Aim. Build a federated RL policy in this setup with guaranteed improvement

Typically less than half
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Federated Policy Gradient using
SCSG Optimization
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Federated Policy Gradient using
SCSG Optimization
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Federated Policy Gradient using
SCSG Optimization
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Handling Byzantine Agents

A gradient-based filter that in each round,

© removes gradients that the server
believes are from Byzantine agents
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Handling Byzantine Agents

A gradient-based filter that in each round, Q A ; %
; - it =5 Y vI(6ir ~ pl16t)
s

© removes gradients that the server
believes are from Byzantine agents
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Assumption 2 (On bounded variance of the gradient estimator). There is a constant o such that
|g(7]0) — V.J(0)| < o for any T ~ p(7|8) for all policy mg.



Assumption 2 (On variance of the gradient estimator)

There is a constant o such that ||g(7|0) — VJ(0)|| < o for any T ~ p(7|@) for all
policy mg.

* S = {,ugk)} where k € K]

s — VI8 < o,V
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Assumption 2 (On variance of the gradient estimator)

There is a constant o such that ||g(7|0) — VJ(0)|| < o for any T ~ p(7|@) for all

policy mg. S é {,U,Ek)} where k c [K]

s.t. |[{ K € [K]: H,ugkl) — ,ugk)H < 20}‘ > x

\4

s — VI8 < o,V
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i — pil| < 20,Vk1, ks €G

gradients outside this regiom are ignored

For details and proofs, please refer to our supplementary materials
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Convergence Guarantee
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Convergence Guarantee
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full gradient
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Convergence Guarantee
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Sample Complexities

SETTINGS METHODS COMPLEXITY
REINFORCE [39] O(1/€2)

GPOMDP [40] O(1/€*)
K=1 SVRPG [18] O(1/€*)
SVRPG [19] O(1/e%/3)
FedPG-BR O(1/€%/3)
K >1,a=0 FedPG-BR O(=s731273)
K>1,a>0 FedPG-BR O(=r5trars + %7)




Sample Complexities

SETTINGS METHODS COMPLEXITY

REINFORCE [39] O(1/¢?)
GPOMDP [40] O(1/e%)

conventional PG methods
> Using stochastic gradient-

K =1 3] VG based optimization
SVRPG [19] O(1/e%/3)
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K >1,a=0 FedPG-BR O(=57msez77)
K>1,a>0 FedPG-BR O(=srsrzrs + %7)
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Sample Complexities

SETTINGS METHODS COMPLEXITY
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Performance in Ideal Systems with o = ()

FedPG-BR and SVRPG performs comparably when K = 1 (single-agent)

> both outperforming GPOMDP

The performance of FedPG-BR...
> ... is improved significantly with the federation of only K = 3 agents

> ... is improved even further with K = 10 agents
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Performance in Practical Systems with a > ()

K =10 agents among which 3 are Byzantine agents being either
» Random Noise. Each Byzantine agent sends a random vector to the server

» Random Action. Every Byzantine agent ignores the policy from the server

and takes actions randomly
» Sign Flipping. Each Byzantine agent computes the correct gradient but

sends the scaled negative gradient




Performance in Practical Systems with a > ()
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Performance in Practical Systems with a > ()

With the presence of Byzantine agents, the performance of federation of...
» ... GPOMDP and SVRPG are worse than that in the single-agent setup
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Performance in Practical Systems with a > ()

With the presence of Byzantine agents, the performance of federation of...
> ... GPOMDP and SVRPG are worse than that in the single-agent setup
» ... FedPG-BR(K=10 B=3) is robust against all 3 types of Byzantine agents

» significantly outperforms its single-agent setup

Random Noise Random Action
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Performance in Practical Systems with a > ()
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Performance of FedPG-BR against more
sophisticated attacks
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Performance of FedPG-BR against more
sophisticated attacks
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