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Advantages of Federated Learning
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Privacy Concern in Federated Learning

Advantage in privacy is debatable
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Gradient Inversion with Generative Image Prior

Gradient Inversion Attack using Prior Learning Prior via Gradient Inversion
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What is Gradient Inversion?
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What is Gradient Inversion?

Basic Objective Function Victim Participant
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What is Gradient Inversion?

. . . Victim Participant
Why Gradient Inversion is hard?
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What is Gradient Inversion?
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Why Gradient Inversion is hard?
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What is Gradient Inversion?

Why Gradient Inversion is hard?

Total Variation (Geiping et al.)

(mlayl)a”' :(:BB yYB
eR™ x {0,1}*

B
. 1
min )d(B E Vf(fe(ﬂ?j);yj):g)
Jj=1 Rry(z) := Z Z |z(i, 5) — z(i’, 5|7

(i,7) (i'.3")€0(i.5)

Untrai-ned ResNet T ¢ !
° r"ﬁ' K
Source Separation o 2
Untrained ResNet

+ Compressed Sensing

Gradient Matching BN statistics (Yin et al.)
- Under-determined Problem! (Loss Computation) B2, 530)7= 3 ol + 1~

o & | 11



Gradient Inversion on Alternative Space

GAN Inversion
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Basic Gradient Inversion
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Gradient Inversion with Regularizers

Victim Participant

B Ground Truth
(:Blayl):r'r'l'lal%mB,yB) Z fB :Ej yj 9 .‘ S .g‘
eR™ x {0,1}F - ‘
Optimize
r |R
B g Gr
f
Shared Model RL 2
l True Gradient
Honest but E * . : R
Curious Server Gradient Match.mg BN
(Loss Computation)
/ Dummy Gradient
y \ RTV
~ Regularizer

~ o Reconstruction
Result

o & |



Gradient Inversion with Regularizers
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Gradient Inversion on Alternative Space
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Gradient Inversion on Alternative Space
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Gradient Inversion on Alternative Space

(@ Parameter Space Search Victim Participant
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Gradient Inversion with Generative Image Prior
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Gradient Inversion with Generative Image Prior

How to get a pre-trained model with unknown dataset?

PSNR(dB)

Deep Image Prior

Rdm Image

MO
AN

N

ST
NN
A RUERANANN

rPOsS T rs



Gradient Inversion with Generative Image Prior

How to get a pre-trained model with unknown dataset?
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Is there any advantage of doing a series of Gradient Inversions?
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Gradient Inversion to Meta-Learn

First-Order Meta-Learning: Reptile

(A. Nichol et al.)
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POs T = Task 1

Gradient Inversion to Meta-Learn

First-Order Meta-Learning: Reptile
(A. Nichol et al.)
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Gradient Inversion to Meta-Learn

First-Order Meta-Learning: Reptile
(A. Nichol et al.)
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How to Protect Gradient Inversion Attacks?

Differential Privacy — Noisy Gradient
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How to Protect Gradient Inversion Attacks?

Differential Privacy — Noisy Gradient
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How to Protect Gradient Inversion Attacks?

Takeaways

Conclusion

») Priors help to solve under-determined problems like Gradient Inversion
») Utilizing priors gives us significant benefits to accomplish our goal

» Learning prior of the data via Gradient Inversion is possible

Our Contribution
) Propose the necessity of a higher standard on privacy

»» Warn FL practitioners to choose more conservative choice of defense mechanisms
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