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Anomaly/Outlier/detection

• Ubiquitous)problem)in)unsupervised)
learning)with)several)applications.)
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Problem: Given)an)unlabeled dataset,)
find)points)that)deviate)from)normal.



• Ubiquitous)problem)in)unsupervised)
learning)with)several)applications.)

• DNNs)very)effective)for)text,)image,)video.
• Our)focus:)tabular)data,)time@series.)
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• Motivating)setting:)Get)parameters)
regarding)health)of)data)center)every)
second,)want)to)detect)unusual)behavior.
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find)points)that)deviate)from)normal.
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usage

Memory Band*
width

OS …

1 30% 10GB 10Gbps Linux)

2 35% 11GB 8Gbps Mac

3 35% 15GB 8Gbps Windows

…
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Problem: Given)an)unlabeled dataset,)
find)points)that)deviate)from)normal.

! High,dimensional,1irrelevant1attributes
! Heterogeneous1attributes
! Interpretability

Challenges:

Anomaly/Outlier/detection
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Partial'Identification'(PID)'[Gopalan5S.5Wieder’2019]
The$ID$game:
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The$ID$game:
1. Alice$and$Bob$share$a$table$of$all$living$animals.
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No Species Color Weight Age1
1 Panther Black 95 53
2 Adder Black 30 36

3 Hornet Green 2 83

4 Spider Scarlet 1 2
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No Species Color Weight Age1
1 Panther Black 95 53

2 Adder Black 30 36

3 Hornet Green 2 83

4 Spider Scarlet 1 2
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The>ID>game:
1. Alice>and>Bob>share>a>table>of>all>living>animals.
2. Row>number,>followed>by>attribute>information.
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The$ID$game:
1. Alice$and$Bob$share$a$table$of$all$living$animals.
2. Row$number,$followed$by$attribute$information.
3. Alice$wants$to$tell$Bob$what$she$sees.
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The$ID$game:
1. Alice$and$Bob$share$a$table$of$all$living$animals.
2. Row$number,$followed$by$attribute$information.
3. Alice$wants$to$tell$Bob$what$she$sees.

Goal: Minimize$message$length
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The$ID$game:
1. Alice$and$Bob$share$a$table$of$all$living$animals.
2. Row$number,$followed$by$attribute$information.
3. Alice$wants$to$tell$Bob$what$she$sees.

Goal: Minimize$message$length

Alice:$color =$white,$species =$elephant
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The$ID$game:
1. Alice$and$Bob$share$a$table$of$all$living$animals.
2. Row$number,$followed$by$attribute$information.
3. Alice$wants$to$tell$Bob$what$she$sees.

Goal: Minimize$message$length

Alice:$color =$white,$species =$elephant
Returns(a(list(of(50.
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The$ID$game:
1. Alice$and$Bob$share$a$table$of$all$living$animals.
2. Row$number,$followed$by$attribute$information.
3. Alice$wants$to$tell$Bob$what$she$sees.

Goal: Minimize$message$length

Alice:$color =$white,$species =$elephant
Returns(a(list(of(50.
Alice:$index$=$30.
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The$ID$game:
1. Alice$and$Bob$share$a$table$of$all$living$animals.
2. Row$number,$followed$by$attribute$information.
3. Alice$wants$to$tell$Bob$what$she$sees.

Goal: Minimize$message$length
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The$ID$game:
1. Alice$and$Bob$share$a$table$of$all$living$animals.
2. Row$number,$followed$by$attribute$information.
3. Alice$wants$to$tell$Bob$what$she$sees.

Goal: Minimize$message$length

Alice:$color =$white,$species =$rabbit
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The$ID$game:
1. Alice$and$Bob$share$a$table$of$all$living$animals.
2. Row$number,$followed$by$attribute$information.
3. Alice$wants$to$tell$Bob$what$she$sees.

Goal: Minimize$message$length

Alice:$color =$white,$species =$rabbit
Returns(a(list(of(10000000000.
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The$ID$game:

1. Alice$and$Bob$share$a$table$of$all$living$animals.

2. Row$number,$followed$by$attribute$information.

3. Alice$wants$to$tell$Bob$what$she$sees.

Goal: Minimize$message$length

Alice:$color =$white,$species =$rabbit

Returns(a(list(of(10000000000.
Alice:$weight$=$$5H6$lbs,$age =$$2H3$years,$...$
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The$ID$game:
1. Alice$and$Bob$share$a$table$of$all$living$animals.
2. Row$number,$followed$by$attribute$information.
3. Alice$wants$to$tell$Bob$what$she$sees.

Goal: Minimize$message$length

Takeaway:$Anomalies$are$easy$to$partially$identify.
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Anomaly(Score(from(Partial(Identification((PIDScore)
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PIDForest:+an+anomaly+detection+algorithm

Random'forest'based'algorithm'to'partition'
space'into'sparse'and'dense'regions
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PIDForest:+an+anomaly+detection+algorithm

Random'forest'based'algorithm'to'partition'
space'into'sparse'and'dense'regions
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Robust'to'noise.
Robust'to'irrelevant'attributes.
Robust'to'choice'of'hyperparameters.

https://github.com/vatsalsharan/pidforest
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https://github.com/vatsalsharan/pidforest


Summary
Partial'Identification:'Rigorous'framework'for'anomaly'detection,'
with'minimal'assumptions.'
PIDScore:'Definition'of'anomaly'score'based'on'Partial'
Identification.
PIDForest:'Random'forest@based'anomaly'detection.

• Outperforms'commonly'used'anomaly'detection'algorithms.'
• Code'available'to'try'out:''
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